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Intellectual Property, Data &
Technology

Vietnam rewrote the law on intangible assets in 2025 and 2026. The
amended Intellectual Property Law and the amended Law on Technology
Transfer took effect on 1 April 2026, the first Personal Data Protection Law
on 1 January 2026, a consolidated Cybersecurity Law on 1 July 2026, and the
first E-commerce Law on the same day, each with new decrees. This chapter
sets out the rules as they stand at 10 October 2026 for a foreign investor
that brings brands, technology, software and customer data into Vietnam.
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Intellectual Property, Data & Technology

Reviewed 10 October 2026 - Prepared by a foreign investment lawyer (now retired) with 20 years' experience
advising on Vietnamese investment law - Legal and tax information, not legal advice - How we check - Open in the

app

AT A GLANCE

Governing law Who you will deal with

« Law No. 50/2005/QH11 on Intellectual
Property, as amended in 2009, 2019, 2022
and by Laws No. 93/2025/QH15 and No.
131/2025/QH15 (from 1 April 2026), with
Decree No. 65/2023/ND-CP as amended and
Circular No.10/2026/TT-BKHCN

« Law No. 07/2017/QH14 on Technology
Transfer, as amended by Law No. 115/2025/
QH15 (from 1 April 2026), with Decree No.
76/2018/ND-CP

« Law No. 91/2025/QH15 on Personal Data
Protection (from 1 January 2026), with
Decree No. 356/2025/ND-CP and Decree No.
330/2026/ND-CP on penalties

+ Law No. 116/2025/QH15 on Cybersecurity
(from 1 July 2026), with Decrees No.
327/2026/ND-CP to No. 333/2026/ND-CP;
Law No. 60/2024/QH15 on Data, with Decree
No. 165/2025/ND-CP

« Law No. 122/2025/QH15 on E-commerce
(from 1 July 2026), with Decree No.
248/2026/ND-CP; Law No. 19/2023/QH15 on
Protection of Consumer Rights, with Decree
No. 55/2024/ND-CP

+ Law No. 20/2023/QH15 on Electronic
Transactions; Law No. 134/2025/QH15 on
Artificial Intelligence (from 1 March 2026);
Penal Code, Articles 225 and 226

Key figures

Trademark term 10 years from filing, renewable

20 years/10

solution years

Invention patent / utility
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« Intellectual Property Office of Viet Nam (IP

Viet Nam) under the Ministry of Science and
Technology: registration of trademarks,
patents, utility solutions and industrial
designs, recordal of licences and
assignments, and, since 15 July 2026,
administrative sanctions for industrial
property infringement

+ Copyright Office of Vietnam under the

Ministry of Culture, Sports and Tourism:
voluntary copyright and related rights
registration

* Ministry of Science and Technology and

provincial science and technology
authorities: technology transfer registration;
provincial People's Committees: licences for
restricted technology; VNNIC: .vn domain
names

+ Ministry of Public Security, Department of

Cybersecurity and High-Tech Crime
Prevention (A05): personal data protection,
impact assessment dossiers, cybersecurity
and data localisation decisions

* Ministry of Industry and Trade: e-commerce

registration and foreign platforms, provincial
market surveillance forces, and the National
Competition Commission for consumer
protection; Customs Department: border
measures

What changed in 2025-26
+ Law No. 131/2025/QH15 amended the IP Law

from 1 April 2026: shorter examination and
opposition periods, narrow fast-track
examination, a limited exception for Al
training, platform duties against online
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infringement, and higher statutory damages

Trademark substantive 5 months from
L ... of up to VND 1 billion.
examination publication
- Law No. 115/2025/QH15 amended the Law on
PCT national phase 31 months from Technology Transfer from 1 April 2026,
deadline priority expressly covering software, algorithms and
Inbound technol Within 90 d ; data, moving restricted-technology licensing
noound technology rthin ayso to provincial People's Committees and
transfer registration signhing . .
narrowing technology appraisal of
Personal data breach notice to Within 72 investment projects.
AO5 hours + Law No. 91/2025/QH15 on Personal Data
Protection and Decree No. 356/2025/ND-CP
Cross-border data Up to 5% of prior-year replaced Decree No. 13/2023/ND-CP on 1
transfer fine revenue January 2026, and Decree No. 330/2026/ND-
) . CP set fines of up to 5% of revenue for
Foreign platform 100,000 transactions a
unlawful cross-border transfers from 19
registration threshold year in Vietnam

August 2026.

+ Law No. 116/2025/QH15 consolidated the
2018 Cybersecurity Law and the 2015 Law on
Network Information Security from 1 July
2026, and Decree No. 333/2026/ND-CP
restated the data localisation rules.

+ Law No. 122/2025/QH15 on E-commerce and
Decree No. 248/2026/ND-CP took effect on 1
July 2026, requiring foreign platforms with
100,000 or more transactions a year in
Vietnam to register and to establish a legal
entity, appoint a representative or post a
deposit.

Who this applies to. The IP, technology transfer, data and e-commerce laws apply equally to
Vietnamese and foreign-invested companies. A foreign investor feels them differently because
its brands and technology are usually owned abroad and licensed in, its customer and employee
data usually flow to group systems offshore, and its online platform may be operated from
outside Vietnam. Those cross-border elements trigger the first-to-file risk, technology transfer
registration, transfer impact assessments, localisation decisions and foreign platform
registration that this chapter explains.

What this chapter covers

A foreign investor's most valuable assets in Vietnam are often intangible: the brand under which its
products are sold, the patented process its factory uses, the software its customers rely on, and the
data it holds about customers and staff. Viethamese law protects each of them, but only on Vietnamese
terms. Rights in trademarks, patents and designs arise by registration in Vietham, not by use or
registration abroad; technology licensed from a foreign parent must in many cases be registered before
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the contract takes effect; personal data collected in Vietnam may leave the country only after an impact
assessment has been filed with the Ministry of Public Security; and an online platform that serves
Vietnamese buyers from abroad may have to register and establish a local presence.

Almost all of the framework changed in 2025 and 2026. The amended Intellectual Property Law (Law
No. 131/2025/QH15) and the amended Law on Technology Transfer (Law No. 115/2025/QH15) both took
effect on 1 April 2026; the Personal Data Protection Law (Law No. 91/2025/QH15) on 1 January 2026;
and the consolidated Cybersecurity Law (Law No. 116/2025/QH15) and the first E-commerce Law (Law
No. 122/2025/QH15) on 1 July 2026. Practice under the new instruments is still forming, and the sections
flag where it is.

Brands, inventions and designs

Vietnam is strictly first-to-file. A foreign brand that has been sold in Vietnam for years, but never
registered there, can be registered by a distributor, a former partner or a squatter, and the true owner
may then have to buy it back or fight an invalidation action. The first step for any investor, before a
distributor is appointed or goods are shipped, is to file trademark applications with the Intellectual
Property Office of Viet Nam (IP Viet Nam), either nationally through a licensed industrial property
representative or by designating Vietnam under the Madrid Protocol. Since 1 April 2026 the statutory
periods are shorter: publication within one month of formal acceptance, three months for third-party
oppositions and five months for substantive examination. Registration lasts ten years and can be
renewed indefinitely, but a mark not used for five consecutive years can be cancelled. The procedure,
timelines, fees, well-known marks, trade names and .vh domain names are in Trademarks and brand
protection.

Inventions are protected by patents for 20 years and lesser innovations by utility solution patents for ten
years, both from the filing date; industrial designs are protected for five years, renewable twice.
Applicants from abroad commonly enter through the Patent Cooperation Treaty, with a national phase
deadline of 31 months from priority. The 2025 amendments cut the deadline for requesting substantive
examination of an invention to 36 months and the examination period to 12 months, and extended design
protection to partial and digital designs. Employee inventions belong to the employer that assigned the
task, subject to statutory remuneration, and an invention made in Vietnam in a field affecting national
defence and security is subject to security control before it is filed abroad. These rules, and the
protection of trade secrets, are in Patents, utility solutions and industrial designs.

Copyright, software and enforcement

Copyright arises automatically on creation, without registration, and protects computer programs as
literary works. Registration with the Copyright Office of Vietnam is voluntary but gives valuable
evidence of ownership. The rules that matter most to an investor are those on ownership of works
created by employees and contractors, the moral rights that cannot be assigned, and, since 1 April
2026, the limited exception permitting lawfully published and publicly accessible works and data to be
used to train artificial intelligence systems where that does not unreasonably prejudice rights holders.
The interaction with the Law on Artificial Intelligence (Law No. 134/2025/QH15) is also covered in
Copyright, software and Al.
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Rights are only as good as their enforcement. Vietnam offers four routes: administrative action through
the market surveillance forces, the police, customs and, from 15 July 2026, IP Viet Nam itself; civil
proceedings in the People's Courts with provisional measures and damages; criminal prosecution under
Articles 225 and 226 of the Penal Code once thresholds are met; and customs recordal to stop
infringing goods at the border. The 2025 amendments added platform duties and takedown orders
against online infringement. How to choose among them, the evidence needed and what each costs are
in IP enforcement and anti-counterfeiting.

Bringing technology into Vietnam

When a foreign group licenses know-how, processes, software or patented technology to its
Vietnamese subsidiary or a Viethamese partner, the Law on Technology Transfer applies alongside the
IP Law. A contract transferring technology from abroad into Vietnam must be registered with the
science and technology authority within 90 days of signing, and it takes effect only when the
registration certificate is issued; technology on the restricted list needs a licence from the provincial
People's Committee instead, and prohibited technology cannot be transferred at all. The parties are free
to agree the price, and no royalty cap applies, but prices between related parties must comply with the
tax and pricing rules. Technology may also be contributed as capital. The registration procedure, the
mandatory contents of the contract, the technology appraisal of investment projects and the recordal of
IP licences are in Technology transfer and licensing. The foreign contractor tax on royalties and what
the bank needs before paying them are in Paying foreign suppliers and group companies and Foreign
contractor tax and tax treaties.

Personal data, cybersecurity and data flows

The Personal Data Protection Law applies to every organisation that processes personal data in Vietnam
and to foreign organisations that process the personal data of Vietnamese citizens from abroad. It
requires a lawful basis for processing, usually consent, sets response times for data subject requests,
requires processing and transfer impact assessments to be filed with the Ministry of Public Security's
Department of Cybersecurity and High-Tech Crime Prevention (A05), and requires breaches to be
notified within 72 hours. Small enterprises and start-ups have a five-year grace period for some duties.
Fines under Decree No. 330/2026/ND-CP reach 5% of the previous year's revenue for unlawful cross-
border transfers. See Personal data protection.

Data localisation is a separate cybersecurity rule. Domestic providers of online services must store
prescribed user data in Vietnam; foreign providers of listed services must do so, and open a branch or
representative office, only once the Ministry of Public Security issues a decision after an unremedied
violation. The Data Law adds controls on the transfer abroad of core and important data. The three
regimes, and a decision guide for moving group IT and HR data offshore, are in Cybersecurity, data
localisation and cross-border transfers.

Selling online, and how to use this chapter

Online sales are governed by the E-commerce Law and Decree No. 248/2026/ND-CP, both in force since
1 July 2026, which classify platforms, regulate livestream selling and affiliate marketing, require seller
identification and set the conditions on which foreign platforms may serve Vietnamese buyers. The Law
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on Protection of Consumer Rights adds rules on remote sales, standard-form contracts and large digital
platforms, and the amended Advertising Law governs online advertising and influencers. See E-
commerce, digital platforms and consumer protection, and for electronic contracts and signatures
Commercial contracts in Vietnam.

An investor should file its trademarks before anything else, then read the technology transfer section
before signing any licence with its parent, and the data sections before switching on group HR, CRM or
cloud systems for the Vietnamese company. Incentives for high-technology, digital technology and
research projects are in Investment incentives and are not repeated here; sector licences for telecoms
and digital services are covered in the regulated-sector FAQs. The position is stated at 10 October 2026,
and several implementing instruments under the 2025 laws are still expected.

OFFICIAL SOURCES

- National Legal Database (vbpl.vn): Law No. 50/2005/QH11 on Intellectual Property as amended; Law No. 131/2025/
QH15; Decree No. 65/2023/ND-CP as amended — https://vbpl.vn

- Intellectual Property Office of Viet Nam: online filing and IP database — https://ipvietnam.gov.vn

» Government portal: Circular No. 10/2026/TT-BKHCN detailing the IP Law on industrial property — https://chinhphu.vn
» Ministry of Science and Technology — https://mst.gov.vn

- Copyright Office of Vietnam: registration procedures — https://cov.gov.vn

» Ministry of Culture, Sports and Tourism — https://bvhttdl.gov.vn

+ Customs Department: Circular No. 13/2015/TT-BTC as amended by Circular No. 06/2026/TT-BTC — https:/

Www.customs.gov.vn
» Ministry of Industry and Trade (market surveillance) —https://moit.gov.vn
- National personal data protection portal (A05, Ministry of Public Security) — https://baovedlcn.gov.vn
» Ministry of Public Security —https://bocongan.gov.vn

+ E-commerce management portal (online.gov.vn) — https://online.gov.vn
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CHAPTER 7 - SECTION 7.1 OF 8

Trademarks and brand protection: first-
to-file, IP Viet Nam, national and Madrid
filings, the 2026 examination timetable,
oppositions, renewal and non-use, well-
known marks, trade names and .vn
domain names, with a filing checklist and
a distributor-squatting example

Reviewed 10 October 2026 - Prepared by a foreign investment lawyer (now retired) with 20 years' experience
advising on Vietnamese investment law - Legal and tax information, not legal advice - How we check - Open in the
app

WHAT YOU NEED TO KNOW

« Trademark rights in Vietnam arise from registration with the Intellectual Property Office of Viet Nam
(IP Viet Nam) under Law No. 50/2005/QH11 on Intellectual Property as amended, most recently by Law
No. 131/2025/QH15 from 1 April 2026; the first applicant generally wins, and use or registration
abroad gives no protection.

- Applicants without a residence or business establishment in Vietham must file through a licensed
industrial property representative (Article 89), or designate Vietnam in an international application
under the Madrid Protocol.

- For applications published from 1 April 2026, applications are published within one month of formal
acceptance, third parties have three months to oppose, and substantive examination is due within five
months of publication (Articles 110 to 119, as amended); fast-track examination is available only in
narrow cases.

- A registration lasts ten years from the filing date and is renewable indefinitely, but can be cancelled if
the mark is not used for five consecutive years without a legitimate reason (Articles 93 and 95).

+ Well-known marks and trade names are protected without registration on proof of the facts (Articles
75 and 76), and .vn domain names are allocated first come, first served under Decree No. 147/2024/
ND-CP.

First to file, and why it decides everything

Vietnam protects trademarks by registration. Under Law No. 50/2005/QH11 on Intellectual Property,
amended in 2009, 2019 and 2022, by Law No. 93/2025/QH15 on Science, Technology and Innovation
and most recently by Law No. 131/2025/QH15 with effect from 1 April 2026, the exclusive right to a mark
arises when the Intellectual Property Office of Viet Nam (IP Viet Nam, the Cuc S& hitu tri tué under the
Ministry of Science and Technology) grants a certificate of registration. Where two applicants file for
identical or confusingly similar marks for the same or similar goods, the earlier filing or priority date
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prevails (FAQ 84). Use of the mark in Vietnam before filing, however long, and registrations in other
countries, however famous, do not create a right that defeats a valid earlier Vietnamese filing, subject
only to the exceptions for well-known marks and bad-faith applications described below.

The practical consequence is the risk of trademark squatting. The usual squatter is not an anonymous
speculator but someone who knows the brand: a distributor, an importer, a licensee, a joint venture
partner or a former employee, who files in its own name before or during the commercial relationship
and then uses the registration as leverage when the relationship ends. A foreign owner in that position
must either negotiate an assignment or bring an opposition or invalidation action, which takes time and
money and requires evidence. The remedy is cheap by comparison: file in Vietham before the brand is
launched, before samples are shipped and before any distributor or manufacturer is appointed. The
same applies to the Vietnamese transliteration or translation of a brand where local consumers will use
one, and to the logo and any important sub-brands.

What can be registered

A trademark may be any visible sign, including words, letters, numerals, drawings, images, three-
dimensional shapes and combinations of them in colour, and since the 2022 amendments sound marks
represented graphically. It must be distinctive for the goods or services claimed. Article 74 refuses
signs that are descriptive, generic, or common shapes, and signs that conflict with earlier marks, trade
names, geographical indications and industrial designs. Law No. 131/2025/QH15 adds that from 1 April
2026 signs indicating Vietnam's national geographical origin are, with exceptions, treated as lacking
distinctiveness. A mark may also be refused if it misleads as to origin or quality, or reproduces State
emblems and the names of international organisations without consent.

Goods and services are classified under the Nice Classification, and one application may cover several
classes. Official fees are charged per class and, beyond six items in a class, per additional item, so a
specification that lists the products actually sold, rather than whole class headings, is both cheaper and
easier to defend against non-use. Since the 2022 amendments an application filed in bad faith is a
ground for refusal and for invalidation, which has become the main weapon against squatters who had
no intention of using the mark themselves.

Filing nationally or through Madrid

A foreign company may file a national application at IP Viet Nam. An applicant that has no residence or
business establishment in Vietnam must act through a licensed industrial property representative
(Article 89), that is, a Vietnamese firm or individual registered with IP Viet Nam to practise. A
Vietnamese subsidiary may file in its own name, but the parent will usually want to own the mark and
license it to the subsidiary, so the parent files through a representative. Applications are filed
electronically or on paper in Viethamese, with a power of attorney, which since the 2025 amendments
need not be notarised in certain cases involving foreign principals, and a priority claim within six months
of the first filing in a Paris Convention or WTO country.

Vietnam is also party to the Madrid Agreement and Protocol, so an owner with a home registration or
application can designate Vietnam in an international application filed through its home office (FAQ 85).
Madrid is cost-effective where several countries are designated at once, but IP Viet Nam examines the
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designation under Viethamese law exactly as it would a national application, and any provisional refusal
must be answered through a local representative within the deadline set in the notice. National filing
gives more control over the Vietnamese specification and the Viethamese-language version of the mark,
and a certificate of registration that banks, customs and enforcement authorities recognise
immediately; Madrid owners may request a certificate of protection for the same purpose.

Examination stages and realistic timelines

An application passes through four statutory stages under Articles 108 to 119 of the IP Law. Formality
examination checks the application within one month of filing. If it is accepted, the application is
published in the Industrial Property Official Gazette within one month of acceptance, shortened from
two months by Law No. 131/2025/QH15. From publication third parties have three months to oppose,
previously five, and may file observations until a decision is taken. Substantive examination, which
assesses distinctiveness and conflicts with earlier rights, must be completed within five months of
publication, previously nine. Where the examiner raises an objection, the applicant has a period to argue
or amend, and the time taken to respond is added. On approval, the grant fee is paid and the certificate
issues. Under the transitional rules, applications filed before 1 April 2026 generally continue under the
former law, but the new opposition and substantive examination periods apply to those published after
that date.

Fast-track examination, introduced by new Article 119(2a), shortens substantive examination to three
months, but only in the cases the Government prescribes. Circular No. 10/2026/TT-BKHCN limits it for
trademarks to marks used for goods made under an invention on the list of strategic technologies or an
invention exploited in emergencies, and to cases in which the registration certificate is a document the
applicant must hold to complete another legal procedure. Most commercial brands do not qualify.

The statutory periods are maximums that IP Viet Nam has historically struggled to meet. Until 2025 an
unopposed national application commonly took 12 to 24 months from filing to registration. The 2026
periods should shorten that considerably if IP Viet Nam's capacity matches them, but an investor
planning a launch should allow for slippage and should treat the filing date, not the registration date, as
the moment its priority is secured. Official fees are set by Circular No. 263/2016/TT-BTC as amended by
Circular No. 63/2023/TT-BTC and amount to roughly VND 1 to 1.3 million for one class of up to six items,
covering filing, classification, search, examination, publication and grant; Circular No. 64/2025/TT-BTC
halves many industrial property fees until 31 December 2026. Professional fees are additional.

How a foreign owner registers a trademark in Vietham

G Search before filing

Commission a search of the IP Viet Nam database and the WIPO Global Brand Database for identical
and similar marks in the relevant classes, and a market check for local use of the brand by third parties.
A representative can give an opinion on registrability before filing.
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e Decide the owner, the marks and the route

File in the name of the group company that will own and license the brand. Cover the word mark, the
logo and any Vietnamese-language version. Choose a national filing through a licensed industrial
property representative, or a Madrid designation if several countries are being covered.

Draft the specification

List the goods and services actually sold or planned within the next five years, using Nice terms
acceptable to IP Viet Nam, with any Paris Convention priority claim within six months of the home filing.

File and secure the date

File electronically with the power of attorney and pay the official fees. The filing date fixes priority; keep
the filing receipt for use with distributors, customs and platforms.

Monitor formality examination and publication

Respond to any formality objection within the period set. Check the published details for errors once the
application appears in the Official Gazette, normally within one month of acceptance.

Watch the opposition window

Third parties may oppose within three months of publication. Prepare evidence of use and reputation in
case an opposition or observation is filed.

Answer substantive examination

Respond to any provisional refusal within the period stated, by argument, amendment of the
specification, a letter of consent from the earlier owner or a challenge to the cited mark for non-use.

Pay the grant fee and diarise

Pay the grant fee on approval. Diarise the ten-year renewal from the filing date, and record any licence
to the Vietnamese subsidiary or distributor with IP Viet Nam.

Keeping the registration alive, and challenging others

A certificate of registration is valid for ten years from the filing date and may be renewed for
successive ten-year periods (Article 93(6)), on request filed within six months before expiry or, with a
surcharge, within six months after. A mark can be cancelled on request of any person if neither the
owner nor its licensee has used it in Vietnam for five consecutive years before the request, without a
legitimate reason, unless use began or resumed at least three months before the request (Article 95(1)
(d)). Use by a licensee counts, which is a reason to record licences and keep evidence of sales under the
mark: invoices, packaging, advertising and import declarations.

An owner may oppose another party's application during the three-month window, and once a mark is
registered may request its invalidation on the ground that it should not have been granted, for example
because it conflicts with an earlier right, was filed by an agent without the owner's consent, or was filed
in bad faith. Invalidation requests on most grounds must be made within five years of grant, but there is
no time limit where bad faith is alleged (Article 96). An assighment of a registered mark takes effect
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only when it is registered with IP Viet Nam, and a licence, although effective between the parties as
agreed, is enforceable against third parties only once recorded (Article 148). The Law on Technology
Transfer may also apply where a licence carries technology with it (Technology transfer and licensing).

Well-known marks, trade names and domain names

A well-known mark is protected without registration, and against dissimilar goods where use would
mislead or take unfair advantage, but only once its status is proved on the criteria in Article 75: the
number of relevant consumers who know it, the territory and duration of use, sales and advertising, the
value of the mark and its recognition in other countries. Vietnam keeps no register of well-known marks;
status is decided case by case in opposition, invalidation or enforcement proceedings, so evidence of
reputation in Vietnam should be collected and kept current.

A trade name, the name under which a business is conducted, is protected through lawful use without
registration (Articles 76 and 78), within the area and sector where the business operates. Business
registration offices check company names against other registered enterprise names, not against
trademarks, so a third party can register a company whose name contains the investor's brand; the
remedy is an unfair competition or infringement action, or a request to the business registration office
to require a change of name where the name infringes industrial property rights. A foreign investor
should register its Viethamese company under a name matching its registered mark.

Domain names under .vn are allocated on a first come, first served basis through registrars accredited
by the Vietnam Internet Network Information Center (VNNIC) under the Ministry of Science and
Technology, governed by the Law on Telecommunications and Decree No. 147/2024/ND-CP. A .vn
domain is not a trademark right, and a registration in bad faith can be challenged by negotiation,
mediation, arbitration or court proceedings, with VNNIC acting on the outcome. Registering the brand
under .vn and .com.vn at the same time as filing the trademark avoids the dispute. Since 15 July 2026
Decree No. 186/2026/ND-CP has allowed authorities to order the blocking of access to domain names
that infringe industrial property rights (IP enforcement and anti-counterfeiting).

Trademark filing checklist for a foreign brand owner

What to settle and assemble before instructing a licensed industrial property representative. The
list assumes a national filing; a Madrid designation follows the home office's procedure but needs
the same commercial decisions.

D Owner

The group company that will hold the brand worldwide, with its exact name and address as they will
appear in licences and customs recordals.

D Marks

The word mark in standard characters, the logo in the colours used, and any Viethamese-language
or transliterated version, each as a separate application if they will be used separately.

D Specification
Goods and services by Nice class, limited to what is sold or planned, using terms IP Viet Nam
accepts.
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Priority
Copy, number and date of the home application if priority is claimed within six months of that filing.

Power of attorney
Signed by the owner in favour of the representative; check with the representative whether
notarisation is needed in the particular case.

Search report
Results of the pre-filing search and the representative's opinion on registrability and risks.

Evidence file
First use in Vietnam, sales, advertising and media coverage, kept for oppositions, invalidation
actions and any well-known mark claim.

Domain names and company name
The matching .vn and .com.vn domains registered, and the Vietnamese subsidiary's enterprise name
aligned with the mark.

D Licence plan

Who will use the mark in Vietnam (subsidiary, distributor, franchisee), with a written licence to be

recorded at IP Viet Nam once the mark is registered.

Trademark rules and periods at a glance (October 2026)

Basis of protection

Foreign applicant without
establishment in Vietham

Paris Convention priority

Formality examination

Publication

Opposition period

Substantive examination

Term

Non-use cancellation

Invalidation

Registration with IP Viet Nam; first to file
prevails

Must file through a licensed industrial property
representative

Six months from the first filing

One month from filing

Within one month of formal acceptance
(previously two)

Three months from publication (previously five)

Five months from publication (previously nine);
three months on fast-track in prescribed cases

Ten years from filing, renewable indefinitely

Five consecutive years without use

Within five years of grant on most grounds; no
limit for bad faith
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IP Law, Articles 6 and 90

IP Law, Article 89

IP Law, Article 91

IP Law, Article 119

IP Law, Article 110, as amended by
Law No. 131/2025/QH15

IP Law, Article 112a, as amended

IP Law, Article 119, as amended;
Circular No. 10/2026/TT-BKHCN

IP Law, Article 93(6)

IP Law, Article 95(1)(d)

IP Law, Article 96
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Official fees

About VND 1 to 1.3 million for one class of up to Circular No. 263/2016/TT-BTC as
six items; many halved to 31 December 2026 amended; Circular No. 64/2025/TT-
BTC

WORKED EXAMPLE

A distributor registers the brand: prevention and cure

A German manufacturer of premium kitchen appliances appoints a Ho Chi Minh City company as
exclusive distributor in March 2026 without filing in Vietnam. The relationship ends in 2027. The example

isillustrative; the professional-fee ranges are typical market ranges in October 2026, not quotations.

What happened

Cure 1: invalidation for bad
faith

Cure 2: its own application

Cure 3: commercial
settlement

Cost of cure (typical

ranges)

Prevention

Contract protection

In April 2026 the distributor filed a national application for the brand in class 11 in its
own name. It was published in May 2026 and, with no opposition, registered in early
2027. When the manufacturer terminated the distribution agreement, the former
distributor relied on the registration to block the new distributor's imports and asked
for USD 250,000 to assign it.

The manufacturer files an invalidation request with IP Viet Nam alleging bad faith
and filing by an agent without the owner's consent, with the distribution agreement,
correspondence and evidence of the German and EU registrations and of reputation.
There is no time limit for bad faith. A decision typically takes many months, and
either party may appeal or go to court.

The manufacturer files its own application at once, which will be refused on the
basis of the distributor's earlier mark unless and until the invalidation succeeds, but
which secures the next place in the queue.

In parallel, it negotiates an assignment, which takes effect only on registration of the
assignment with IP Viet Nam, and a release of claims.

Invalidation and parallel filings through a Vietnamese firm: USD 5,000 to 20,000,
more if appealed or litigated, plus management time and lost sales during the
dispute.

Had the manufacturer filed a national application in January 2026, before
appointing the distributor, for official fees of a few million dong and professional
fees of a few hundred US dollars, its application would have had priority and the
distributor's application would have been refused; with publication in the month
after acceptance, it could also have opposed the distributor's application within
three months.

The distribution agreement should have stated that all marks belong to the
manufacturer, prohibited any filing by the distributor, required the assignment of
any filing made in breach, and provided for the licence to be recorded and to end
with the agreement.

Had the manufacturer missed the opposition window but filed promptly, it could still have relied on bad

faith in an invalidation action, but the burden and delay would have been far greater than a timely

opposition.
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Where the squatter is not a former agent, the owner must prove bad faith from the circumstances, such
as a pattern of filings for foreign brands or a demand for payment.

Questions investors ask about trademarks

Does my registration in my home country protect my brand in Vietham?

No. Vietnam is first-to-file and protects a trademark only once IP Viet Nam registers it, or where it
is proved to be well known under Article 75 of the IP Law. File a national application through a
licensed representative or designate Vietnam under the Madrid Protocol before the brand is
launched or a distributor appointed.

How long does trademark registration take in Vietnam in 20267?

Under the IP Law as amended by Law No. 131/2025/QH15, formality examination takes one month,
publication follows within one month of acceptance, the opposition window is three months and
substantive examination is due within five months of publication. Allowing for objections and
practice, an investor should still plan for longer than the statutory minimum.

Do | need a Vietnhamese agent to file?

A foreign applicant with no residence or business establishment in Vietnam must file a national
application through a licensed industrial property representative under Article 89 of the IP Law.
Under Madrid the international application goes through the home office, but a local
representative is needed to answer any provisional refusal from IP Viet Nam.

Can my registration be cancelled if | do not use the mark?

Yes. Any person may request cancellation if neither the owner nor a licensee has used the mark in
Vietnam for five consecutive years without a legitimate reason, unless use began or resumed at
least three months before the request (Article 95). Keep invoices, packaging and advertising
showing use, and record licences.

What can | do if a distributor has registered my brand?

Oppose within three months of publication if the application is still pending. Once registered,
request invalidation on the ground of filing by an agent without consent or bad faith, for which
there is no time limit, file your own application, and consider negotiating an assignment, which
takes effect only when registered with IP Viet Nam.
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THE 2027 HORIZON

+ IP Viet Nam's ability to meet the shortened 2026 examination periods will become clear as
applications published after 1 April 2026 reach decision during 2026 and 2027; owners should
monitor actual processing times before relying on them for launch plans.

+ Further Government regulations under Law No. 131/2025/QH15, including on the use of IP as an asset
for capital contribution and finance, are expected; check them before using a trademark as security
or contributing it as capital.

+ The temporary halving of many industrial property fees under Circular No. 64/2025/TT-BTC is stated
to end on 31 December 2026; filings planned for early 2027 may cost more unless the reduction is
extended.

Terms you will meet in the documents

m

Trademark Nhan hiéu A sign distinguishing the goods or services of one
business from those of others.

Certificate of trademark Gidy ching nhan dang ky nhan The title issued by IP Viet Nam, valid for ten years from

registration hiéu filing.

Intellectual Property Cuc S¢ hiru tri tué IP Viet Nam, the registration authority under the Ministry

Office of Viet Nam of Science and Technology.

Industrial property bai dién s& hiru cong nghiép A licensed firm or individual that files and prosecutes

representative applications for others.

Opposition Y kién phan doi don A third party's objection filed within three months of
publication.

Invalidation Huay bé hiéu luc van bang bao ho Annulment of a registration that should not have been

granted (Article 96).

Cancellation for non-use Cham ddt hiéu luc do khong st Termination of a mark unused for five consecutive years
dung (Article 95).
Well-known mark Nhan hiéu néi tiéng A mark widely known in Vietnam, protected without

registration (Article 75).

Trade name Tén thuong mai The name under which a business operates, protected
through use.
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FOREIGN V VIETNAMESE INVESTOR

The substantive rules are the same for everyone, and a Vietnamese applicant also loses to an earlier filer.
The differences are procedural and practical: a foreign owner with no establishment in Vietham must use
a licensed representative, usually owns its brand through an offshore company that licenses it to a
Vietnamese subsidiary or distributor, and is the more frequent target of squatting because its brand is
often known in Vietnam before it is filed there. A Vietnamese company may file directly and in its own
name.

WATCH OUT FOR

- Appointing a distributor, licensee or contract manufacturer before filing in Vietnam; file first and put
an ownership and no-filing clause in every contract.

« Filing only the English word mark when consumers use a Viethamese name or transliteration.
- Broad class-heading specifications that cost more and invite partial non-use cancellation.

« Unrecorded licences and assignments: an assignment is ineffective until registered, and an
unrecorded licence cannot be relied on against third parties.

- Letting the opposition window pass without a watching service; after three months only invalidation
remains.

- A Viethamese company name or .vn domain containing the brand registered by someone else before
the investor arrives.

OFFICIAL SOURCES

- National Legal Database (vbpl.vn): Law No. 50/2005/QH11 on Intellectual Property as amended; Law No. 131/2025/
QH15; Decree No. 65/2023/ND-CP as amended — https://vbpl.vn

« Intellectual Property Office of Viet Nam: online filing and IP database — https://ipvietnam.gov.vn
- Government portal: Circular No. 10/2026/TT-BKHCN detailing the IP Law on industrial property — https://chinhphu.vn

+ Ministry of Science and Technology — https://mst.gov.vn
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CHAPTER 7 - SECTION 7.2 OF 8

Patents, utility solutions and industrial
designs: what can be protected, PCT and
Hague entry, the 2026 examination
timetable and fast-track, grace periods,
employee inventions and remuneration,
security control on filing abroad, and
trade secrets

Reviewed 10 October 2026 - Prepared by a foreign investment lawyer (now retired) with 20 years' experience
advising on Vietnamese investment law - Legal and tax information, not legal advice - How we check - Open in the
app

WHAT YOU NEED TO KNOW

- An invention patent lasts 20 years and a utility solution patent ten years from the filing date, and an
industrial design registration five years, renewable twice for five years each (Article 93 of Law No.
50/2005/QH11 on Intellectual Property as amended).

+ A PCT application enters the Viethamese national phase within 31 months of the priority date (Circular
No. 10/2026/TT-BKHCN), and Vietnam may be designated for industrial designs under the Hague
Agreement.

« From 1 April 2026 the request for substantive examination of an invention must be filed within 36
months of the filing or priority date, previously 42, and examination is due within 12 months; design
examination is due within five months of publication (Article 119, as amended by Law No. 131/2025/
QH15).

< An invention created by an employee in the course of assigned duties belongs to the employer, which
must pay the inventor remuneration of at least 10% of the profit from its use and 15% of licence
income unless otherwise agreed (Articles 86 and 135).

« An invention created in Vietnam and owned by a Viethamese organisation or individual, in a field
affecting national defence and security, is subject to security control before it is filed abroad (Article
89a); trade secrets are protected without registration if kept confidential (Article 84).

Three forms of protection

Vietnamese law offers three registered rights for technical and design innovation, all granted by the
Intellectual Property Office of Viet Nam (IP Viet Nam) under Law No. 50/2005/QH11 on Intellectual
Property, as amended most recently by Law No. 131/2025/QH15 from 1 April 2026 (FAQ 84). An
invention patent (bdng doc quyén sang ché) protects a technical solution, product or process, that is
new worldwide, involves an inventive step and is industrially applicable (Article 58). It lasts 20 years
from the filing date, subject to annual maintenance fees. A utility solution patent (bang doc quyén giai
phép hitru ich) protects a technical solution that is new and industrially applicable but need not show an
inventive step, provided it is not common knowledge; it lasts ten years from filing and suits incremental
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improvements to products with short commercial lives. An industrial design registration protects the
external appearance of a product. It lasts five years from filing and may be renewed twice, for a
maximum of 15 years.

Excluded from patent protection are, among other things, discoveries, scientific theories and
mathematical methods, schemes and rules for mental acts, business methods, computer programs as
such, presentations of information, aesthetic creations, plant and animal varieties, essentially biological
processes, and methods of diagnosis and treatment of humans and animals (Article 59). Software-
related inventions can be patented where they produce a technical effect, but the program itself is
protected by copyright (Copyright, software and Al). Law No. 131/2025/QH15 widened the design
definition to cover the appearance of the whole or part of a product, in physical or non-physical form, so
partial designs and digital designs such as graphical user interfaces can now be registered, and making
a protected part, or circulating digital copies of a protected non-physical design, may infringe.

Novelty, grace periods and priority

Novelty is absolute: an invention is not new if it has been disclosed anywhere in the world, by use,
publication or any other means, before the filing or priority date. The law gives a limited safety net. An
invention is not treated as having lost novelty if it was disclosed by the person entitled to register it, or
by someone who obtained the information from that person, within 12 months before filing (Article
60(3)), a period extended from six months by the 2022 amendments. Industrial designs have a six-
month grace period (Article 65(3)), and Law No. 131/2025/QH15 adds that a design keeps its novelty
despite unlawful or unauthorised publication. The grace period is a defence, not a strategy: other
countries apply different rules, and disclosure before filing can destroy protection elsewhere.

A foreign applicant can claim Paris Convention priority from its first filing for 12 months for inventions
and utility solutions and six months for industrial designs. Under the Patent Cooperation Treaty it can
file one international application and enter the Vietnamese national phase within 31 months of the
priority date by filing the request form, a Viethamese translation of the description and abstract and,
where applicable, a power of attorney (Circular No. 10/2026/TT-BKHCN) (FAQ 85). Vietnam is also party
to the Geneva Act of the Hague Agreement, so an international design registration can designate
Vietnam; IP Viet Nam examines the designation and may refuse protection within the Hague period. As
with trademarks, an applicant without a residence or business establishment in Vietnam must act
through a licensed industrial property representative for national filings and for responses to IP Viet
Nam (Article 89).

Examination after the 2025 amendments

Every application undergoes formality examination, publication and substantive examination. A patent
application is published in the 19th month from the filing or priority date, or earlier on request, and a
PCT national phase application one month after formal acceptance. Unlike a trademark, an invention is
examined on substance only if someone requests it. Law No. 131/2025/QH15 shortened the deadline for
the request to 36 months from the filing or priority date, from 42; if no request is filed in time the
application is deemed withdrawn. Substantive examination must then be completed within 12 months of
publication or of the request, whichever is later, instead of 18. Third parties may oppose a patent
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application within six months of publication. Industrial design applications are published within one
month of formal acceptance, may be opposed within three months, previously four, and must be
examined within five months of publication, previously seven.

New Article 119(2a) allows fast-track substantive examination of invention applications, completed
within three months, in cases prescribed by the Government; the opposition period for a fast-tracked
patent application falls to three months. Circular No. 10/2026/TT-BKHCN confines fast-track to
inventions on the list of strategic technologies and strategic technology products under the high-
technology law and inventions researched and exploited for emergencies relating to security, defence,
natural disasters and epidemics, and prescribes a separate request form and fee. The amended law also
requires each application to claim only one title for one subject matter, replaces the fixed list of
application documents with a principle-based requirement detailed by decree, and allows a title
obtained by fraud or false information to be revoked. Where artificial intelligence was used in creating
the subject matter, applicants should disclose it accurately; the Government is to regulate how rights
arise in Al-assisted creations, and human creative contribution remains the basis of protection.

Patents are maintained by annual fees from the year of grant, payable in advance; a missed annuity can
be paid with a surcharge within six months, after which the patent lapses. A granted patent may be
subject to a compulsory licence in the public interest, for non-working without a legitimate reason, or
for anti-competitive conduct (Article 145), a risk that matters chiefly in pharmaceuticals.

How a foreign applicant protects an invention in Vietham through the PCT

0 File the priority application and the PCT application

File at home, then file the PCT application within 12 months, before any public disclosure where
possible. Note the 31-month deadline for Vietnam from the earliest priority date.

a Decide on Vietham well before month 31

Review the international search report and the commercial case for Vietham: manufacturing there,
competitors there, or a significant market. Consider whether a utility solution would give enough
protection for an incremental improvement.

e Instruct a licensed industrial property representative

Provide the PCT publication, any Article 19 or Article 34 amendments, the applicant's details and a
power of attorney. Arrange a Viethamese translation of the description, claims and abstract; translation
quality decides the scope of the granted claims.

Enter the national phase by month 31

File the request form and translation with IP Viet Nam and pay the fees. Consider filing the request for
substantive examination at the same time; the outer limit is now 36 months from priority.

Consider fast-track

If the invention falls within the strategic technology list or an emergency category, request fast-track
examination on the prescribed form with evidence.
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e Respond to examination reports

Answer substantive examination reports within the periods set, amending claims where needed. Results
from the EPO, USPTO, JPO or other offices often support the arguments.

0 Grant, annuities and recordals

Pay the grant fee and the first annuity, diarise annual fees, and record any licence to the Viethamese
subsidiary or licensee with IP Viet Nam; register an inbound technology transfer where the licence
carries technology.

Employee inventions and remuneration

The right to register an invention, utility solution or design belongs to the organisation or individual that
invested the funds and material facilities for its creation by assigning a task to the author or hiring the
author, unless the parties agree otherwise (Article 86). A Viethamese subsidiary therefore owns, by
default, the inventions of its research staff made in the course of their duties, and a foreign parent that
wants to own them must take an assignment from the subsidiary, which may itself be a transfer of
industrial property rights and, if the technology goes abroad, an outbound technology transfer requiring
registration (Technology transfer and licensing).

The inventor keeps a statutory right to remuneration. Unless the parties agree otherwise, the owner
must pay the author at least 10% of the profit it earns from using the invention, utility solution or design
and 15% of each payment it receives from licensing it (Article 135). The minimum applies where there is
no agreement, so an employment contract or research policy should set the remuneration expressly and
record that it has been agreed. The author also has moral rights to be named as inventor in the patent
and in publications. Remuneration and the allocation of rights for inventions arising from State-funded
research are governed by Law No. 93/2025/QH15 on Science, Technology and Innovation and do not
normally concern private investors.

Security control before filing abroad

Article 89a of the IP Law, introduced in 2022 and revised by Law No. 131/2025/QH15, applies a security-
control rule to inventions that are created in Vietnam, owned by Vietnamese organisations or individuals,
and fall within technical fields that affect national defence and security. Such an invention may be filed
abroad only after it has cleared security control in Vietnam, and a PCT application of Viethamese origin
filed through IP Viet Nam is checked against the rule before it is transmitted to WIPO; Decree No.
65/2023/ND-CP, as amended, sets out the fields and the procedure.

The rule matters to foreign investors more than its wording suggests. A Vietnamese subsidiary of a
foreign group is a Vietnamese organisation, and a research and development centre in Vietham that
invents in a covered field, such as certain areas of telecommunications, encryption, aerospace, energy
or advanced materials, may find that its parent cannot simply file the first application at home. A group
with research activity in Vietnam should check each invention against the decree's list before deciding
where to file first, and should provide in its intra-group agreements for the security-control step and for
the subsequent assignment of rights.

Be Viethnam Wise - Doing Business in Vietnam - Chapter 7: Intellectual Property, Data & Technology Page 21 of 82


https://bewiseapps.com/doing-business-in-vietnam/intellectual-property-data-and-technology/technology-transfer-and-licensing

Trade secrets

Much valuable technology is never patented. A trade secret, information obtained from financial or

intellectual investment that is not common knowledge, gives its holder an advantage, and is kept secret

by necessary measures, is protected without registration for as long as those conditions continue
(Article 84), unless it falls within the exclusions in Article 85, such as personal identity secrets and

State secrets. Infringement includes accessing or collecting the secret by defeating security measures,

disclosing or using it without permission, breaching a confidentiality agreement, and inducing another

to breach one (Article 127).

Protection depends on the holder proving that it took reasonable steps to keep the information secret,

so the evidence must exist before any dispute: written confidentiality agreements with employees,

contractors and partners; access controls and marking of documents; exit procedures; and records of

who received what. The Labour Code allows an employer and employee to agree in writing on the

protection of business and technology secrets and on compensation for breach (Article 21, Law No.

45/2019/QH14), and an agreement made at the start of employment is easier to enforce than one

imposed later (Employment contracts and probation). Non-compete clauses have an uncertain status in

Vietnamese labour law and should not be relied on as the main protection.

Patents, utility solutions and designs: the key numbers (October 2026)

Invention patent Utility solution patent Industrial design

Requirements

Term

Paris priority

Grace period after own

disclosure

International route

Publication

Opposition

Substantive examination

Fast-track

Novelty, inventive step, industrial
applicability

20 years from filing

12 months

12 months

PCT; national phase by 31 months

from priority

19th month from filing or priority;
earlier on request

6 months from publication (3 if fast-
tracked)

On request within 36 months of
filing or priority; completed within 12

months

3 months, prescribed cases only

Novelty and industrial
applicability; not
common knowledge

10 years from filing

12 months

12 months

PCT; national phase by

31 months from priority

As for inventions

As for inventions

On request; completed
within 12 months

Not provided
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Novelty, creativity,
industrial
applicability

5 years from filing,
renewable twice (15
years)

6 months

6 months

Hague Agreement

(Geneva Act)

Within 1 month of
formal acceptance

3 months from
publication

Automatic; within 5
months of

publication

Not provided
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Invention patent Utility solution patent | Industrial design

Source

IP Law, Articles 58, 93, 110, 112a and Same IP Law, Articles 63,
119, as amended by Law No. 93 and 119, as
131/2025/QH15; Circular No. amended

10/2026/TT-BKHCN

WORKED EXAMPLE

A Korean medical-device maker protects a new infusion pump in Vietnam

A Korean company files a Korean patent application for a new infusion pump mechanism on 1 March

2025 and a Korean design application for the pump housing on 1 April 2025. It plans to assemble the

pump at its Vietnamese subsidiary in Dong Nai from 2027. The figures are illustrative; professional-fee

ranges are typical market ranges in October 2026, not quotations.

Design

PCT filing

National phase deadline

Fast-track

Examination

Licence to the subsidiary

Employee improvements

The Paris priority period for the design ends on 1 October 2025. The company
designates Vietnam in a Hague international registration filed on 25 September
2025, claiming Korean priority. IP Viet Nam examines the designation; no refusal
issues and protection runs from the international registration date for five years,
renewable twice.

PCT application filed on 27 February 2026, claiming the Korean priority. The
international search report is favourable on two of three independent claims.

Thirty-one months from 1 March 2025 is 1 October 2027. The company enters the
Vietnamese national phase in July 2027 through a licensed representative, with a
Vietnamese translation, and requests substantive examination at once; the outer
limit would have been 1 March 2028 (36 months).

Not available: the pump is not on the strategic technology list and is not an
emergency invention.

Publication follows formal acceptance; the 12-month examination period runs from
the later of publication and the request. The company cites the Korean grant to
support its arguments. Grant can reasonably be expected in 2028 or 2029, subject
to IP Viet Nam's actual processing times.

The parent licenses the patent and the manufacturing know-how to the Vietnamese
subsidiary for a royalty of 3% of net sales. The licence is recorded at IP Viet Nam
once the patent is granted, and the technology transfer element is registered within
90 days of signing; the royalty bears foreign contractor tax.

The subsidiary's engineers develop an improved valve in 2028. It belongs to the
subsidiary under Article 86; the employment contracts set remuneration below the
statutory 10% and 15% defaults, as the parties may agree. The subsidiary files a
utility solution application, then assigns it to the parent after checking that the field
is not subject to security control.
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Cost (typical ranges) National phase entry, translation and examination through grant: USD 2,000 to
5,000 in professional fees, plus official fees and annuities; design designation
through Hague at WIPO fees plus a local response budget if refused.

Had the company disclosed the pump at a trade fair in Vietnam before 1 March 2025 without a filing, the
12-month grace period would have protected novelty in Vietnam, but not necessarily in other countries.

Had the subsidiary's engineers made the valve in a field covered by the security-control list, the first
filing would have had to clear Vietnamese security control before any application abroad.

Questions investors ask about patents and designs

What is the deadline to enter Vietham from a PCT application?

Thirty-one months from the priority date, or from the international filing date if no priority is
claimed, under Circular No. 10/2026/TT-BKHCN. The applicant files the request form, a
Vietnamese translation of the description and abstract and, if acting through a representative, a
power of attorney. Substantive examination must then be requested within 36 months of priority.

How long does a Viethamese patent take after the 2025 amendments?

Law No. 131/2025/QH15 requires substantive examination to be completed within 12 months of the
later of publication and the examination request, instead of 18, and the request must be filed
within 36 months of priority. Fast-track examination in three months applies only to strategic
technology and emergency inventions.

Is a utility solution worth filing?

Often, for incremental improvements. A utility solution patent needs novelty and industrial
applicability but not an inventive step, provided the solution is not common knowledge, and lasts
ten years from filing. It is enforceable in the same way as a patent and suits products with short
commercial lives.

Who owns inventions made by staff of my Viethamese subsidiary?

The subsidiary, if it assigned the task or hired the inventor, unless otherwise agreed (Article 86 of
the IP Law). It must pay the inventor at least 10% of the profit from use and 15% of licence income
unless the parties agree a different amount. A parent that wants ownership needs a written
assignment.

Can my Viethamese R&D team's invention be filed first in our home country?

Not always. Under Article 89a an invention created in Vietnam and owned by a Vietnamese
organisation, including a foreign-owned subsidiary, in a field affecting national defence and
security must clear security control in Vietnam before it is filed abroad. Check the list in Decree
No. 65/2023/ND-CP, as amended, before deciding where to file.
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THE 2027 HORIZON

- Government regulations on the creation and establishment of rights in subject matter generated with
artificial intelligence are expected under Law No. 131/2025/QH15; until they issue, applicants should
describe human contribution and Al use accurately.

+ Updated patent examination guidelines, including for pharmaceutical and biotechnology inventions,
were in preparation at IP Viet Nam in 2025 and 2026; check them before drafting claims in those
fields.

* Whether IP Viet Nam meets the shortened 12-month patent and five-month design examination
periods will be visible from 2027 as applications published after 1 April 2026 reach decision.

Terms you will meet in the documents

m

Invention Séng ché A technical solution that is new, inventive and
industrially applicable.

Invention patent Bang doc quyén séng ché The title protecting an invention for 20 years from filing.

Utility solution patent Béang doc quyén giai phép hau A ten-year title for a new, industrially applicable solution
ich without the inventive-step test.

Industrial design Kiéu déng céng nghiép The external appearance of a product or part of a

product, physical or non-physical.

Request for substantive Yéu c4u thadm dinh ndi dung The request without which an invention application is not
examination examined; due within 36 months.
Fast-track examination Tham dinh néi dung nhanh Three-month examination available only in the cases the

Government prescribes.

Security control of Kiém so4t an ninh d6i véi séng The check before an invention made in Vietnam in
inventions ché sensitive fields is filed abroad (Article 89a).
Trade secret Bi méat kinh doanh Confidential commercial information protected without

registration (Article 84).

Remuneration to the Thu lao cho tac gia The statutory payment to the inventor or designer
author (Article 135).
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FOREIGN V VIETNAMESE INVESTOR

The criteria, terms and examination rules are identical for all applicants. A foreign applicant without an
establishment in Vietnam must act through a licensed representative and usually enters through the
PCT or Hague systems, while a Viethamese applicant may file directly. The security-control rule in
Article 89a binds Viethamese owners, which includes a foreign-owned Vietnamese subsidiary but not its
foreign parent, so the place where an invention is made and the company that owns it at creation
determine whether it applies.

WATCH OUT FOR

+ Missing the 31-month PCT deadline for Vietnam; diarise it separately from the 30-month deadlines
that apply in many other countries.

* Relying on the old 42-month period for requesting examination; for applications under the amended
law it is 36 months from priority.

- Poor Vietnamese translations that narrow or invalidate the claims.

- Research staff contracts silent on remuneration, which leaves the statutory 10% and 15% defaults in
place.

- Filing an invention made by the Vietnamese team abroad first without checking the security-control
list.

« Treating trade secrets as protected without signed confidentiality agreements, access controls and
evidence of those measures.

OFFICIAL SOURCES

- National Legal Database (vbpl.vn): Law No. 50/2005/QH11 on Intellectual Property as amended; Law No. 131/2025/
QH15 —https://vbpl.vn

+ Government portal: Decree No. 65/2023/ND-CP as amended by Decrees No. 15/2026/ND-CP, 33/2026/ND-CP and
100/2026/ND-CP; Circular No. 10/2026/TT-BKHCN — https://chinhphu.vn

- Intellectual Property Office of Viet Nam: patent and design filings — https://ipvietnam.gov.vn

« Ministry of Science and Technology — https://mst.gov.vn
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CHAPTER 7 - SECTION 7.3 OF 8

Copyright, software and Al: automatic
protection, voluntary registration,
ownership of works by employees and
contractors, moral rights, software
licensing, related rights, collective
management, the 2026 Al training
exception and the Law on Artificial
Intelligence

Reviewed 10 October 2026 - Prepared by a foreign investment lawyer (now retired) with 20 years' experience
advising on Vietnamese investment law - Legal and tax information, not legal advice - How we check - Open in the
app

WHAT YOU NEED TO KNOW

- Copyright arises automatically when a work is created and fixed in material form, without registration
(Article 6 of Law No. 50/2005/QH11 on Intellectual Property as amended); computer programs are
protected as literary works.

- Registration with the Copyright Office of Vietnam is voluntary but shifts the burden of proof to anyone
who disputes ownership (Article 49), and the 2025 amendments allow the authority to invalidate a
certificate obtained with false information.

+ Works created by an employee under an assigned task, or under a commissioning contract, belong by
default to the organisation that assigned or commissioned them, but moral rights other than the right
of publication stay with the author and cannot be transferred (Articles 19, 39 and 45).

« From 1 April 2026 lawfully published and publicly accessible works and data may be used for
scientific research, testing and training Al systems if this does not unreasonably prejudice authors
and rights holders, subject to Government regulation (Article 7(5), as amended by Law No. 131/2025/
QH15).

- Law No. 134/2025/QH15 on Artificial Intelligence, in force from 1 March 2026, requires machine-
readable marking of Al-generated audio, images and video and prohibits collecting data for Al in
breach of IP and data protection laws, with grace periods to 2027 for systems already in operation.

Automatic protection and what it covers

Copyright in Vietnam arises when a work is created and fixed in some material form, regardless of
content, quality, form, language or whether it has been published or registered (Article 6 of Law No.
50/2005/QH11 on Intellectual Property, as amended most recently by Law No. 131/2025/QH15) (FAQ
84). Protected works include literary and scientific works, lectures, journalism, music, drama,
cinematographic works, fine and applied art, photographs, architectural works, maps and drawings, and
computer programs and compilations of data (Article 14). Protection extends to the expression of a
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work, not to ideas, procedures, methods or concepts, and Law No. 131/2025/QH15 now states expressly
that ideas, slogans and the names of works standing alone are not protected. News reports of pure fact,
legal and administrative texts and their official translations are excluded (Article 15).

The economic rights last for the life of the author and 50 years after death; cinematographic,
photographic and applied art works and anonymous works are protected for 75 years from first
publication (Article 27). A foreign work is protected in Vietnam through the Berne Convention, the WTO
TRIPS Agreement and Vietnam's free trade agreements, including the CPTPP and EVFTA, so a foreign
company's software, content and designs are protected without any Vietnamese formality.

Registration with the Copyright Office

Registration is voluntary. An author or owner may register a work, and a performance, phonogram or
broadcast, with the Copyright Office of Vietham (Cuc Ban quyén tac gia) under the Ministry of Culture,
Sports and Tourism, which issues a certificate within 15 working days of a valid application (Articles 49
to 52), under the procedure in Decree No. 17/2023/ND-CP. A certificate does not create the right, but
whoever holds it does not have to prove ownership unless there is contrary evidence; the burden shifts
to the challenger. For a foreign investor that expects to enforce rights in software, content or packaging
artwork in Vietnam, a certificate is the quickest way to satisfy a market surveillance officer, a customs
officer or a court of ownership.

A foreign owner registers through a representative with a power of attorney, a copy of the work or, for
software, identifying material such as extracts of source code, and documents showing how it acquired
the rights if it is not the author: an assignment, an employment relationship or a commissioning
contract. Law No. 131/2025/QH15 allows the copyright authority to invalidate a certificate on its own
finding that it was issued on false or misleading information, so the chain of title must be documented
accurately.

Who owns works made by employees and contractors

Vietnamese law separates the author, the individual who creates the work, from the copyright owner,
who holds the economic rights. Where an organisation assigns the creation of a work to an author who is
its member or employee, or commissions it under a contract, the organisation that assigned or
commissioned the work is the owner of the economic rights and of the right of publication, unless the
parties agree otherwise (Article 39). A Viethamese company therefore owns, by default, software
written by its developers in the course of their duties and content commissioned under contract from an
agency or freelancer.

The default should not be relied on alone. The employment contract or job description should state that
works created in the course of employment belong to the company; a commissioning contract should
state expressly that all economic rights in the deliverables, including source code, documentation and
preparatory materials, vest in the client on creation or are assigned to it on payment; and where a
foreign parent is to own the rights, the Vietnamese company should assign them in writing. Assighment
and licence contracts for copyright must be in writing and identify the rights, scope, term, price and
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payment (Articles 46 to 48). Where a software development or licence agreement also transfers know-
how or technology from or to Vietnam, check whether it is a technology transfer that must be registered
(Technology transfer and licensing).

Moral rights

The author keeps moral rights (Article 19): to give the work its title, to be named on it, to be credited
when it is published or used, and to protect the integrity of the work against distortion, mutilation or
modification that harms the author's honour or reputation. These rights cannot be transferred and,
except for the right of publication, stay with the author even where the employer or client owns the
economic rights (Article 45). In practice this matters most for software, advertising and design work,
which is constantly modified. A contract should record the author's consent to modification, adaptation
and use without attribution so far as the law allows, and the company should keep records identifying
the authors of significant works.

Software: protection, licensing and backups

A computer program, whether in source code or object code, is protected as a literary work (Article 22),
together with its documentation. The owner has the exclusive right to reproduce, adapt, distribute and
communicate it to the public, including by making it available online. A lawful user may make one
backup copy solely to replace a copy that is lost or fails, and may not transfer it to anyone else; Law No.
131/2025/QH15 adds that where the program is provided as software as a service or through an online
platform, backup rights depend on the licence terms. The functional ideas, algorithms and interfaces
underlying a program are not protected by copyright as such, which is why source code should also be
treated as a trade secret (Patents, utility solutions and industrial designs).

Software licences are copyright licences. They must be in writing and specify the rights granted, which
may be exclusive or non-exclusive, the territory, term, price and the parties' obligations. Since Law No.
115/2025/QH15 took effect on 1 April 2026, the Law on Technology Transfer has listed software,
algorithms and data among the objects of technology transfer. A standard licence of off-the-shelf
software is not usually treated as a technology transfer, but a bespoke licence that delivers source
code, know-how and training from a foreign licensor to a Vietnamese licensee may be, and should be
checked against the registration rule. Royalties paid abroad for software bear foreign contractor tax at
the royalty rate (Paying foreign suppliers and group companies).

Related rights and collective management

Performers, producers of phonograms and video recordings, and broadcasting organisations hold
related rights in their performances, recordings and broadcasts, generally for 50 years (Articles 29 to
34), and Law No. 131/2025/QH15 extends related rights protection to encrypted programme-carrying
cable signals. A business that plays background music in shops, hotels, restaurants or on hold lines, or
streams music and video to customers, needs licences from the rights holders, usually through
collective management organisations authorised under Article 56, such as the Vietham Center for
Protection of Music Copyright (VCPMC) for musical works. The tariffs are set by the organisations under
Government rules, and unlicensed public performance is a common ground for administrative
complaints and fines.
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Artificial intelligence: training, outputs and labelling

Law No. 131/2025/QH15 inserted a new clause 5 in Article 7 of the IP Law. From 1 April 2026
organisations and individuals may use lawfully published documents and data that are publicly
accessible, including those related to intellectual property rights, for scientific research, testing and
training artificial intelligence systems, provided that the use does not unreasonably prejudice the
rights and legitimate interests of authors and rights holders; where the material is protected by
copyright or related rights, the use must also comply with regulations to be issued by the Government
(FAQ 85). The exception is narrower than it may first appear. It covers only material that was lawfully
published and is publicly accessible, so content behind paywalls or obtained in breach of terms of
access is outside it; it is subject to the three-step style limit of unreasonable prejudice; and its detailed
conditions, such as any opt-out by rights holders, await the Government's regulations. Developers
training models in Vietnam should keep records of the sources used and the basis for using them.

The law also provides that the Government will regulate how rights arise and are established in subject
matter created with the use of Al systems. Pending those regulations, the established position remains
that copyright protects works created by human authors, and that output generated without meaningful
human creative contribution is unlikely to be protected; applicants for registration should describe
accurately the role of Al and of the human author. Separately, Law No. 134/2025/QH15 on Artificial
Intelligence, passed on 10 December 2025 and in force from 1 March 2026, classifies Al systems by risk
into high, medium and low tiers, requires providers to mark Al-generated audio, image and video content
in a machine-readable form, requires deployers to disclose content that could be mistaken for authentic
events or persons, and prohibits collecting or processing data for Al development in breach of the laws
on data, personal data protection, intellectual property and cybersecurity. Systems already in operation
have until 1 March 2027, or 1 September 2027 in health care, education and finance, to comply, and
providers of certain high-risk systems need a commercial presence or authorised representative in
Vietnam.

Securing copyright in software and content created for a Vietnamese business

The documents that make ownership provable and transferable. Most disputes over software in
Vietnam turn on missing paperwork rather than on the law.

D Employment terms
Contract or job description assigning creative work as a duty, stating company ownership of works,
and recording consent to modification and use without attribution so far as permitted.

D Contractor and agency contracts
Express vesting or assignment of all economic rights in deliverables, source code and preparatory
materials, with payment as the trigger if needed, and warranties of originality.

D Intra-group assignment
Written assighment from the Vietnamese company to the parent where the parent is to own the
rights, considering technology transfer registration and tax.

D Open-source register
A list of open-source components and their licences, reviewed before distribution.
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D Registration

Copyright Office certificates for key software, content and packaging artwork that may need to be

enforced.

D Source code controls

Repository access logs, confidentiality agreements and escrow arrangements where customers

require them.

D Music and media licences

Licences from collective management organisations for public performance in premises and online.

D Al records

Sources of training data and the basis for their use, and records of human contribution to Al-

assisted works; marking of Al-generated media.

Copyright and related rights at a glance (October 2026)

How rights arise

Computer programs

Not protected

Term (general)

Term (films, photographs,
applied art, anonymous
works)

Related rights

Registration

Works for hire and

commissioned works

Moral rights

Al training

Al-generated media

Automatically on creation and fixation; no formality

Protected as literary works, source and object code

Ideas, procedures, methods; slogans and names of works

standing alone

Life of the author plus 50 years

75 years from first publication

Generally 50 years

Voluntary; certificate within 15 working days; shifts
burden of proof

Organisation that assigned or commissioned the work
owns economic rights unless agreed otherwise

Stay with the author; not transferable except the right of
publication

Lawfully published, publicly accessible works and data,
without unreasonable prejudice, subject to Government
regulation

Machine-readable marking by providers; disclosure by
deployers
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IP Law, Article 6

IP Law, Articles 14 and 22
IP Law, Article 15, as
amended by Law No.
131/2025/QH15

IP Law, Article 27

IP Law, Article 27

IP Law, Article 34

IP Law, Articles 49 to 52;

Decree No. 17/2023/ND-CP

IP Law, Article 39

IP Law, Articles 19 and 45

IP Law, Article 7(5), as
amended

Law No. 134/2025/QH15
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WORKED EXAMPLE
A Singapore software group builds a product with a Vietnamese team

A Singapore company owns a logistics software platform. It sets up a wholly owned Vietnamese LLC in
Da Nang with 40 developers, and also uses a Hanoi agency for user-interface design and a freelance
illustrator for marketing artwork. The example is illustrative; professional-fee ranges are typical market
ranges in October 2026, not quotations.

Default ownership Code written by the LLC's developers belongs to the LLC under Article 39; the
agency's interface designs and the illustrator's artwork belong to whoever the
contracts say, and, absent clear terms, to the commissioning party under Article 39
as well.

Contracts put in place Employment contracts stating that software and documentation created in the
course of employment belong to the LLC, with consent to modification; agency and
freelancer contracts vesting all economic rights in the LLC on payment, with
originality warranties.

Transfer to the parent The LLC assigns the code it creates to the Singapore parent quarterly under a
written intra-group development agreement, for an arm's-length cost-plus fee.
Because the assignment moves technology out of Vietnam, the parties check
whether it is an outbound technology transfer requiring registration within 90 days
of signing, and conclude that registration is required for the development

agreement.

Moral rights The developers remain authors; the agreement records their consent to modification
and to use without individual attribution, and the LLC keeps author records for each
release.

Registration The parent registers the core platform with the Copyright Office through a

representative, filing the chain of title. The certificate issues in about three weeks
and is used to support takedown requests against a reseller offering cracked copies.

Use of Al The team fine-tunes a model on publicly available shipping documentation and the
company's own data. It records the sources and confirms that none were obtained in
breach of access terms, relying on Article 7(5) for the public material and on its own
rights and customer consents for the rest.

Cost (typical ranges) Contract templates and intra-group agreement: USD 3,000 to 8,000; each copyright
registration: USD 300 to 800 in professional fees plus small official fees.

Had the agency contract been silent on ownership and the agency been engaged by the parent directly
from Singapore, the parties would have had to agree which law governs ownership; an express
assignment avoids the question.

Had the LLC licensed rather than assigned the code to the parent, the parent's ability to enforce and to
license onward would have depended on the licence terms.
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Questions investors ask about copyright and Al

Do I need to register copyright in Vietham?

No. Copyright arises automatically on creation under Article 6 of the IP Law, and foreign works are
protected through the Berne Convention and Vietnam's trade agreements. Registration with the
Copyright Office is voluntary but useful: the certificate holder need not prove ownership unless
there is contrary evidence, which helps in enforcement.

Who owns software written by my Vietnamese employees?

The company that assigned the work owns the economic rights and the right of publication unless
agreed otherwise (Article 39). The developers remain authors and keep non-transferable moral
rights. State ownership in the employment contract, record consent to modification, and assign
the rights in writing if the foreign parent is to own them.

Can | train an Al model on content published online in Vietham?

Since 1 April 2026, Article 7(5) of the IP Law permits use of lawfully published, publicly accessible
works and data for research, testing and Al training if it does not unreasonably prejudice rights
holders, subject to Government regulations. Material behind paywalls or obtained in breach of
access terms is outside the exception. Keep records of sources.

Is Al-generated content protected by copyright in Vietham?

The Government is to regulate how rights arise in Al-assisted creations under Law No. 131/2025/
QH15. Until then, protection rests on human creative contribution, so purely machine-generated
output is unlikely to qualify. Separately, Law No. 134/2025/QH15 requires providers to mark Al-
generated audio, images and video in machine-readable form.

Can moral rights be waived in a Viethamese contract?

Not transferred. Moral rights other than the right of publication remain with the author under
Articles 19 and 45 of the IP Law even where the employer owns the economic rights. A contract
can record the author's consent to modification, adaptation and use without attribution, which
reduces the practical risk.
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THE 2027 HORIZON

- Government regulations on the Al training exception in Article 7(5) and on rights in Al-assisted
creations are expected under Law No. 131/2025/QH15; they may add conditions such as rights-holder
opt-outs or record-keeping.

- Implementing decrees under Law No. 134/2025/QH15 on Artificial Intelligence, including the list of
high-risk systems and the technical rules for marking Al-generated content, are expected; the grace
periods for existing systems end on 1 March 2027 and 1 September 2027.

* Proposals to amend Article 225 of the Penal Code to reach large-scale online infringement and
commercial public performance have been published; check whether they have been adopted before
assessing criminal exposure.

Terms you will meet in the documents

m

Copyright

Related rights

Copyright owner

Moral rights

Computer program

Copyright registration
certificate

Copyright Office of
Vietnam

Collective management
organisation

Artificial intelligence
system

Quyén téc gia
Quyén lién quan dén quyén téc
gia

Chu s hiru quyén tac gia
Quyén nhan than

Chuong trinh mdy tinh

Gidy ching nhan dang ky quyén
tac gia

Cuc Ban quyén téc gia
T6 churc dai dién tap thé quyén
tac gia, quyén lién quan

Hé théng tri tué nhan tao
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Rights in a literary, artistic or scientific work, arising on
creation.

Rights of performers, phonogram producers and
broadcasters.

The person holding the economic rights, which may
differ from the author.

The author's rights to name, attribution and integrity, not
transferable.

Software protected as a literary work.

Evidence of ownership issued by the Copyright Office.

The registration authority under the Ministry of Culture,
Sports and Tourism.

A body licensing and collecting royalties for rights
holders.

A system regulated by Law No. 134/2025/QH15.
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FOREIGN V VIETNAMESE INVESTOR

Foreign works enjoy the same protection as Viethamese works without registration, through Berne and
Vietnam's trade agreements. The practical differences lie in the chain of title: a foreign group typically
wants its offshore parent to own what its Viethamese team creates, which requires written assignments,
may engage the technology transfer rules and creates royalty and transfer pricing questions, whereas a
Vietnamese company usually keeps ownership where the work is created.

WATCH OUT FOR
- Agency and freelancer contracts that do not state who owns the deliverables and source code.

- Assuming a foreign parent owns what its Viethamese subsidiary's staff create without a written
assignment.

- Bespoke software licences with source code and know-how that may need technology transfer
registration.

« Background music and video in shops, hotels and apps without collective management licences.
« Training Al on material behind paywalls or scraped in breach of terms, which falls outside Article 7(5).

- Al-generated images, audio and video published without the machine-readable marking the Al Law

requires.

OFFICIAL SOURCES

- National Legal Database (vbpl.vn): Law No. 50/2005/QH11 on Intellectual Property as amended; Law No. 131/2025/
QH15; Law No. 134/2025/QH15 on Artificial Intelligence — https://vbpl.vn

« Government portal: Decree No. 17/2023/ND-CP on copyright and related rights — https://chinhphu.vn
- Copyright Office of Vietnam: registration procedures — https://cov.gov.vn

« Ministry of Culture, Sports and Tourism — https://bvhttdl.gov.vn
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CHAPTER 7 - SECTION 7.4 OF 8

IP enforcement and anti-counterfeiting:
administrative action after the 2025
restructuring, civil litigation, provisional
measures and damages, criminal
prosecution under Articles 225 and 226
of the Penal Code, customs recordal and
border measures, online takedowns and
platform duties, evidence and expert
assessment, with a worked counterfeit
case

Reviewed 10 October 2026 - Prepared by a foreign investment lawyer (now retired) with 20 years' experience
advising on Viethnamese investment law - Legal and tax information, not legal advice - How we check - Open in the
app

WHAT YOU NEED TO KNOW

+ Arights holder may enforce through administrative action, civil proceedings, criminal prosecution or
border measures (Article 199 of Law No. 50/2005/QH11 on Intellectual Property as amended); since 1
April 2026 Law No. 131/2025/QH15 refers generally to the administrative authorities competent under
the Law on Handling Administrative Violations instead of a fixed list.

- Market surveillance forces now sit in provincial Departments of Industry and Trade, and from 15 July
2026 Decree No. 186/2026/ND-CP lets the Director General of IP Viet Nam fine industrial property
infringers up to VND 250 million and order domain names blocked.

« Courts may award statutory damages of up to VND 1 billion where actual loss cannot be determined,
and moral damages of 10 to 100 times the base salary, and may order the removal or blocking of
infringing content, accounts, websites and apps (Articles 205 and 202, as amended).

- Intentional trademark counterfeiting is a crime under Article 226 of the Penal Code where illegal
profit reaches VND 100 million or goods reach VND 200 million, and copyright piracy under Article 225
from VND 50 million of profit or VND 100 million of goods; commercial legal entities can be
prosecuted.

« Customs suspends clearance of suspected infringing goods on a recorded right holder's application
and, since 1 March 2026, may act on its own initiative (Circular No. 13/2015/TT-BTC as amended by
Circular No. 06/2026/TT-BTC).

Four routes, one strategy

Article 199 of Law No. 50/2005/QH11 on Intellectual Property provides four remedies against
infringement: civil measures ordered by a court, administrative measures, criminal measures, and
border control measures. They can be combined. A typical campaign against counterfeits in Vietnam
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starts with investigation and evidence, uses an administrative raid or customs suspension to seize goods
quickly, escalates to criminal referral when the quantities justify it, and reserves civil litigation for cases
where the owner wants damages, a permanent injunction or a precedent. The choice depends on the
type of right, the scale of infringement, the evidence available, the speed required and the cost the
owner will bear.

Every route starts from a valid right. Registered rights are proved by the certificate of registration, or for
Madrid marks the certificate of protection; copyright by a registration certificate or other evidence of
authorship and ownership; trade secrets and unfair competition claims by proof of the facts. Owners
should register first and keep certified copies of certificates, licences and assighments ready
(Trademarks and brand protection).

Administrative enforcement after the 2025 restructuring

Administrative action remains the most used route because it is fast and inexpensive for the owner. The
owner files a petition with evidence of the right and the infringement, the authority inspects the
premises, seizes goods and imposes fines and remedial measures such as destruction of counterfeit
goods, removal of infringing elements and confiscation of the means of production. Fines for industrial
property infringement are set by Decree No. 99/2013/ND-CP, as amended by Decrees No. 126/2021/ND-
CP, No. 46/2024/ND-CP and No. 186/2026/ND-CP, and for copyright by Decree No. 131/2013/ND-CP as
amended; the Law on Handling Administrative Violations caps fines in the IP field at VND 250 million for
an individual and twice that for an organisation. Law No. 131/2025/QH15 makes storage of counterfeit
goods an express violation alongside production, import, transport and sale, and requires counterfeit
and pirated goods to be destroyed except in cases the Government defines.

The agencies changed in 2025. The General Department of Market Surveillance ceased to operate in its
former model on 1 March 2025; its central functions passed to the Department of Domestic Market
Management and Development of the Ministry of Industry and Trade under Decree No. 40/2025/ND-CP,
and the provincial market surveillance departments were handed to the provinces as market
surveillance sub-departments of the provincial Departments of Industry and Trade. The Law on
Inspection No. 84/2025/QH15 folded the separate specialised inspectorates into the general inspection
system from 1 July 2025. Decree No. 186/2026/ND-CP, in force from 15 July 2026, now gives sanctioning
power for industrial property infringement to the Director General of IP Viet Nam, who may fine up to
VND 250 million, suspend licences and business in the infringing goods, confiscate goods and order
remedial measures, and to the heads of inspection teams set up by IP Viet Nam or the Minister of
Science and Technology. The economic police, customs and People's Committees also act, and Law No.
131/2025/QH15 replaced the old list of agencies with a general reference to authorities competent
under the Law on Handling Administrative Violations. In practice the owner should choose the agency
that has jurisdiction where the goods are and the capacity to act quickly, which is usually the provincial
market surveillance force for shops and warehouses.

Civil litigation, provisional measures and damages

A civil action is brought in the People's Courts. Since the courts were reorganised on 1 July 2025 under
Law No. 81/2025/QH15, IP cases at first instance have been concentrated in specialised intellectual
property courts within Regional People's Court No. 2 in Hanoi, for the northern and north-central
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provinces, and Regional People's Court No. 1in Ho Chi Minh City, for the southern and south-central
provinces; the owner should confirm the competent court for the defendant's location before filing. The
court can order the infringer to stop, publicly apologise, perform civil obligations and pay damages, and
can order destruction or non-commercial disposal of infringing goods and the means used to make
them (Article 202). Law No. 131/2025/QH15 adds a new remedy: the court may order the removal, hiding
or disabling of access to infringing information, content, accounts, websites, applications and internet
addresses.

Provisional measures, such as seizure, attachment, sealing or a prohibition on changing the goods, can
be requested with or after the claim where delay would cause irreparable harm or evidence may be
destroyed (Articles 206 and 207 and the Civil Procedure Code), against security posted by the
applicant; the amended law adds provisional measures directed at online infringement. Damages cover
actual material loss, including lost profit and the costs of preventing infringement, and reasonable
lawyers' fees. Where the loss cannot be quantified, the court may award statutory damages of up to
VND 1 billion, raised from VND 500 million by Law No. 131/2025/QH15, and moral damages of 10 to 100
times the base salary (Article 205, as amended). Litigation takes longer than administrative action,
often one to two years at first instance, and judgments must then be enforced through the civil
judgment enforcement system (Vietnamese courts and litigation).

Criminal prosecution

The Penal Code (Law No. 100/2015/QH13, as amended) makes two IP offences criminal. Under Article
226, intentionally infringing industrial property rights in a trademark or geographical indication
protected in Vietnam is a crime where the illegal profit is VND 100 million or more, the damage to the
owner VND 200 million or more, or the infringing goods are worth VND 200 million or more; individuals
face fines of VND 50 million to VND 500 million or non-custodial reform for up to three years, and in
aggravated cases fines up to VND 1 billion or six months' to three years' imprisonment. Under Article
225, infringing copyright or related rights for commercial purposes is a crime where the illegal profit is
VND 50 million or more, the damage VND 100 million or more, or the infringing goods are worth VND 100
million or more, with imprisonment of up to three years in aggravated cases. Both articles allow
commercial legal entities to be prosecuted, with fines of up to VND 5 billion under Article 226 and VND
3 billion under Article 225 and suspension of operations. Patents and designs are not covered,
manufacturing and trading counterfeit goods that imitate the function or quality of genuine goods may
instead fall under the counterfeit goods offences beginning at Article 192.

The owner files a denunciation with the economic police or the procuracy, or the market surveillance
force refers a case after a raid; the owner then acts as the injured party and can claim damages in the
criminal proceedings. Criminal referral is the strongest deterrent against repeat and organised
infringers, but the owner loses control of timing once the case is with the police.

Customs recordal and border measures

A rights holder may file an application for customs supervision, commonly called recordal, with the
Customs Department, supported by the registration certificate, product descriptions, photographs of
genuine and suspected goods and known infringers, under Circular No. 13/2015/TT-BTC as amended by
Circular No. 06/2026/TT-BTC from 1 March 2026. Customs must respond to a complete electronic
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dossier within 20 working days, and online filing is now the default. A recordal is commonly valid for two
years and renewable. When a shipment matching the recordal arrives, customs notifies the holder, and
on the holder's request and security, of 20% of the value of the goods or at least VND 20 million where
the value is unknown, suspends clearance for ten working days, extendable to 20 (Articles 217 and 218
of the IP Law), during which the holder must start administrative or civil proceedings or the goods are
released.

Circular No. 06/2026/TT-BTC added a new Article 10a allowing customs to suspend clearance of
suspected counterfeit trademark goods, pirated goods and other infringing goods on its own initiative,
without a prior request; the holder is then notified, within eight working hours of the decision, and must
act. Customs must compensate the importer if a suspension on its own initiative proves unfounded, so
officers act more readily where aright is recorded and the owner has trained them to identify fakes.

Online infringement, takedowns and platforms

Online sales and digital piracy are now the largest source of complaints. Law No. 131/2025/QH15
extends the duties of internet service providers and digital platform operators to all IP rights, not only
copyright, requiring them to take technical and organisational measures to prevent infringement in
cyberspace, including cloud, over-the-top and social media services, and to cooperate with authorities
and rights holders; a safe harbour protects intermediaries that meet the prescribed conditions (new
Article 198b). Authorities and courts may order infringing content, accounts, websites and apps
removed or disabled, and Decree No. 186/2026/ND-CP adds blocking of access to infringing domain
names as a remedial measure. The E-commerce Law (Law No. 122/2025/QH15) separately requires
platforms to remove infringing listings and livestreams and to verify sellers (E-commerce, digital
platforms and consumer protection). In practice an owner should use each major platform's notice
procedure first, keeping screenshots and test purchases as evidence, and escalate to the authorities for
repeat sellers and stand-alone pirate sites.

Evidence and expert assessment

Vietnamese authorities decide largely on documents. An enforcement file usually contains the
certificate of registration and any recorded licence; evidence of the infringement, such as test
purchases with invoices, photographs, the infringer's business registration details and, where useful, a
record of the facts made by a bailiff (vi bang) or a notarised record of website content; a comparison of
genuine and infringing products; and an expert assessment opinion (giam dinh s& hiru tri tué).
Assessment is carried out by licensed IP assessment organisations and assessors, such as the Vietnam
Intellectual Property Research Institute, on whether the goods or sign fall within the scope of
protection; IP Viet Nam can also give opinions to enforcement authorities. Authorities are reluctant to
act on a trademark case without an assessment where similarity is arguable, and a patent case almost
always needs one.

Be Viethnam Wise - Doing Business in Vietnam - Chapter 7: Intellectual Property, Data & Technology Page 39 of 82


https://bewiseapps.com/doing-business-in-vietnam/intellectual-property-data-and-technology/e-commerce-digital-platforms-and-consumer-protection
https://bewiseapps.com/doing-business-in-vietnam/intellectual-property-data-and-technology/e-commerce-digital-platforms-and-consumer-protection

DECISION GUIDE
Choosing the enforcement route

A first guide for a rights holder that has found infringing goods or content. More than one route is
often used.

Q1 Is the infringement online only (listings, livestreams, a website or an app)?

Use the platform's notice-and-takedown procedure first; for repeat sellers or stand-
alone sites, petition the authorities to order removal or blocking under the amended
IP Law and Decree No. 186/2026/ND-CP.

No Continue to Q2.

Q2  Are the goods being imported or exported through a recorded customs channel?

Rely on the customs recordal: request suspension, post security and start
administrative or civil proceedings within ten working days.

No Continue to Q3.

Q3 Is the scale large (illegal profit of VND 100 million or more, or goods of VND 200
million or more for trademarks), or is the infringer a repeat or organised offender?

Prepare a criminal denunciation to the economic police, usually after an
administrative raid that quantifies the goods.

No Continue to Q4.

Q4  Does the owner need damages, a permanent injunction or a court ruling on a
disputed right (for example a patent)?

Bring a civil action with a request for provisional measures, supported by an expert
assessment opinion.

No File an administrative petition with the market surveillance force where the goods
are, or with IP Viet Nam for industrial property infringement.
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The enforcement routes compared (October 2026)

Route Who acts What it achieves Typical
timing
Administrative Market surveillance Seizure, fines up to Weeks to Decree No.
(provincial VND 250 million a few 99/2013/ND-CP as
Departments of (individual) or VND 500 months amended by
Industry and Trade), million (organisation), Decree No.
economic police, IP Viet destruction, removal of 186/2026/ND-CP;
Nam, inspection teams, infringing elements Decree No.
People's Committees 131/2013/ND-CP as
amended
Civil People's Courts Injunction, damages One to IP Law, Articles
(statutory up to VND 1 two years 202 to 207, as
billion), destruction, at first amended; Civil
takedown orders, instance Procedure Code

provisional measures

Criminal Economic police, Fines, imprisonment, Months to Penal Code,
procuracy, courts corporate fines up to years Articles 225 and

VND 5 billion 226

Border Customs Department Suspension of Days IP Law, Articles 216
clearance for 10 to 219; Circular No.
working days 13/2015/TT-BTC as
(extendable to 20); amended by
action on own initiative Circular No.

06/2026/TT-BTC

Online Platforms; authorities; Removal of listings, Days to IP Law, Articles
courts accounts, websites and weeks 198b and 202, as
apps; domain blocking amended; Law No.
122/2025/QH15

WORKED EXAMPLE
Counterfeit motorcycle parts sold in shops and online

A Japanese manufacturer finds counterfeit brake pads bearing its registered trademark sold by 30 shops
in Hanoi and on two marketplaces, traced to a warehouse in Bac Ninh supplied by imports through Lang
Son. The example is illustrative; professional-fee ranges are typical market ranges in October 2026, not

quotations.

Month 1: investigation Investigator identifies the warehouse and the importer; test purchases from three
shops and two online stores with invoices and photographs; a bailiff records the
online listings.

Month 1: assessment Expert assessment opinion confirming that the sign on the pads is identical to the

registered mark for the same goods.
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Month 2: customs Recordal filed with the Customs Department; customs responds within 20 working
days and alerts the Lang Son border branch.

Month 2: raid Petition to the Bac Ninh market surveillance sub-department; raid on the warehouse
seizes 18,000 sets of pads valued at about VND 900 million at genuine prices.

Month 3: criminal referral Because the goods exceed the VND 200 million threshold in Article 226, the market
surveillance force transfers the file to the economic police, who open a criminal case
against the warehouse owner and its company.

Month 3: online Notices to the two marketplaces; 140 listings removed within days, and the
platforms suspend the repeat sellers.

Month 5: border Customs suspends a further container at Lang Son; the owner posts security and
joins the goods to the criminal case within ten working days.

Retail shops Administrative petitions against the larger retailers result in fines and destruction of
stock; smaller shops sign undertakings.

Cost (typical ranges) Investigation and evidence: USD 3,000 to 8,000; assessment: USD 500 to 1,500; raid
and administrative proceedings: USD 4,000 to 10,000; customs recordal: USD 1,000
to 2,500; criminal case support: USD 5,000 to 15,000. Damages claimed in the
criminal case may recover part of the cost.

Had the goods seized been worth less than VND 200 million and the profit below VND 100 million, the
case would have ended in administrative fines, which may not deter a professional counterfeiter.

Had the brake pads copied a patented design rather than the trademark, Article 226 would not have
applied, and a civil action or administrative petition supported by an assessment would have been
needed.

Questions investors ask about enforcement

What is the fastest way to stop counterfeits in Vietham?

Usually an administrative raid by the provincial market surveillance force, or a customs
suspension where the goods are imported, supported by the registration certificate, test
purchases and an expert assessment. Raids can take place within weeks of a complete petition.
Civil litigation is slower but gives damages and injunctions.

How much can a Vietnamese court award in IP damages?

Actual material loss and reasonable lawyers' fees, or, where loss cannot be determined, statutory
damages of up to VND 1 billion under Article 205 of the IP Law as amended by Law No. 131/2025/
QH15, plus moral damages of 10 to 100 times the base salary. Proving actual loss with sales data
usually gives a better result.
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When does trademark counterfeiting become a crime in Vietham?

Under Article 226 of the Penal Code, where the infringer intentionally counterfeits a protected
trademark or geographical indication and the illegal profit is at least VND 100 million, the owner's
damage at least VND 200 million or the goods worth at least VND 200 million. Companies as well
as individuals can be prosecuted.

How does customs recordal work?

The owner files a supervision application with the Customs Department, which responds within 20
working days under Circular No. 13/2015/TT-BTC as amended by Circular No. 06/2026/TT-BTC.
When suspect goods arrive, clearance is suspended for ten working days, extendable to 20,
against security, and the owner must start proceedings. Customs may now also act on its own
initiative.

Can IP Viet Nam itself fine infringers?

Yes, since 15 July 2026. Decree No. 186/2026/ND-CP gives the Director General of IP Viet Nam
power to warn, fine up to VND 250 million, suspend business in infringing goods, confiscate goods
and order remedial measures for industrial property infringement, alongside inspection teams set
up by IP Viet Nam or the Minister of Science and Technology.

THE 2027 HORIZON

* Proposals to amend Articles 225 and 226 of the Penal Code, including heavier penalties and wider
coverage of online infringement, have been published; check whether they are adopted before
advising on criminal thresholds in 2027.

- Government regulations defining the cases in which counterfeit goods need not be destroyed, and
the conditions of the intermediary safe harbour under Article 198b, are expected under Law No.
131/2025/QH15.

« Practice under Decree No. 186/2026/ND-CP, including how often IP Viet Nam uses its new
sanctioning power and the conditions for online enforcement under Article 18a of the Law on
Handling Administrative Violations, will develop through 2027.

Terms you will meet in the documents

m

Infringement of industrial Xam pham quyén sé hiru cong Unauthorised use of a protected trademark, patent,
property rights nghiép design or other right.

Counterfeit trademark Hang héa gia mao nhan hiéu Goods bearing a sign identical or indistinguishable from
goods a protected mark.

Market surveillance force Luc luong Quan ly thi truong The inspection force now under provincial Departments

of Industry and Trade.
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m

Provisional measures Bién phap khan cap tam thoi Urgent court orders such as seizure before or during
litigation.
Expert assessment of IP Gidam dinh sé& hiru tri tué An expert opinion on whether goods or signs fall within

the protected scope.

Customs supervision Don dé nghi kiém tra, giam s&t The recordal that allows customs to detect and suspend
application hai quan suspect goods.

Suspension of customs Tam dirng lam tha tuc hai quan A border measure lasting ten working days, extendable
clearance to 20.

Bailiff's record Vi bdng A record of facts prepared by a bailiff, used as evidence.

FOREIGN V VIETNAMESE INVESTOR

The remedies and agencies are the same for all right holders. A foreign owner acts through a power of
attorney given to a Vietnamese firm, needs its foreign documents legalised and translated, and must
lodge any security for provisional measures or customs suspension in Vietnam. In practice foreign
owners rely more heavily on administrative and customs routes, which require less presence in Vietnam,
while Viethamese owners litigate more readily.

WATCH OUT FOR

- Starting enforcement before the right is registered or the licence recorded; authorities will not act on
an unregistered mark.

« Filing without an expert assessment opinion where similarity is arguable.

- Missing the ten-working-day window after a customs suspension, which releases the goods.

+ Fines that are lower than the infringer's profit; consider criminal referral where thresholds are met.
+ Relying on platform notices alone against repeat sellers without escalating to the authorities.

+ Pursuing a patent or design copier under Article 226, which covers only trademarks and geographical
indications.

OFFICIAL SOURCES

- National Legal Database (vbpl.vn): Law No. 50/2005/QH11 on Intellectual Property as amended by Law No. 131/2025/
QH15; Penal Code, Articles 225 and 226 — https://vbpl.vn

- Government portal: Decree No. 99/2013/ND-CP as amended by Decree No. 186/2026/ND-CP — https://chinhphu.vn
+ Customs Department: Circular No. 13/2015/TT-BTC as amended by Circular No. 06/2026/TT-BTC — https://

www.customs.gov.vn

» Ministry of Industry and Trade (market surveillance) — https://moit.gov.vn
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CHAPTER 7 - SECTION 7.5 OF 8

Technology transfer and licensing: the
Law on Technology Transfer as amended
by Law No. 115/2025/QH15,
encouraged, restricted and prohibited
technology, registration of inbound and
outbound transfers, licences for restricted
technology, mandatory contract contents,
price and royalties, technology as capital,
IP licence recordal and technology
appraisal of investment projects

Reviewed 10 October 2026 - Prepared by a foreign investment lawyer (now retired) with 20 years' experience
advising on Viethnamese investment law - Legal and tax information, not legal advice - How we check - Open in the
app

WHAT YOU NEED TO KNOW

« Law No. 07/2017/QH14 on Technology Transfer, as amended by Law No. 115/2025/QH15 from 1 April
2026, applies to know-how, processes, designs, models, algorithms, software, data and accompanying
equipment transferred within, into or out of Vietnam (Article 4).

+ A contract transferring technology from abroad into Vietnam, from Vietnam abroad, or domestically
using State capital must be registered with the science and technology authority within 90 days of
signing, and takes effect only on the issue of the registration certificate (Articles 24 and 31).

- Restricted technology needs written approval from the provincial People's Committee, then a
technology transfer licence applied for within 60 days of signing; prohibited technology may not be
transferred at all (Articles 10, 11, 28 to 30).

- The parties agree the price freely and no royalty cap applies, but prices between related parties,
including parent and subsidiary, must be audited and follow the tax and pricing laws (Article 27);
royalties bear foreign contractor tax with a 10% CIT element.

- Investment projects using restricted technology, or technology with a risk of adverse environmental
impact, need a technology appraisal or opinion at the investment approval or IRC stage (Article 13).

Two laws for one licence

When a foreign group allows its Vietnamese subsidiary or partner to use its technology, two statutes
usually apply together. The Intellectual Property Law governs any patent, design, trademark, copyright
or trade secret licensed, and the recordal of the licence with IP Viet Nam. The Law on Technology
Transfer (Law No. 07/2017/QH14) governs the transfer of the technology itself: whether it may be
transferred at all, whether the contract must be registered or licensed, what the contract must say and
how the price is treated. The law was amended by Law No. 16/2023/QH15 on Prices, by Law No.
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93/2025/QH15 on Science, Technology and Innovation from 1 October 2025, and most significantly by
Law No. 115/2025/QH15, passed on 10 December 2025 and in force from 1 April 2026; a consolidated
text was published in September 2026. It is implemented by Decree No. 76/2018/ND-CP, as amended,
pending new implementing rules under the 2025 law.

Article 4 defines the technology that may be transferred as technical and technological know-how;
plans, processes, solutions, parameters, designs, diagrams, models, algorithms, formulas, software,
information and data; production rationalisation and technological innovation solutions; and machinery
and equipment that accompany any of these. The express references to algorithms, software and data
were added by Law No. 115/2025/QH15. Where the technology is protected by an IP right, the transfer of
that right follows the IP Law (Article 4(2)). Technology may be transferred on its own, or as part of an
investment project, a capital contribution, a franchise, a transfer of IP rights, or a sale of machinery
(Article 5). An amended Article 7(7) states that rights in technology embedded in products, machinery
or systems do not pass automatically with ownership of those goods unless the law or the parties
provide otherwise, so a purchaser of equipment needs an express licence to use the embedded
technology.

Encouraged, restricted and prohibited technology

Article 9 lists technology encouraged for transfer into or within Vietnam: high technology prioritised for
investment and strategic technology under the high-technology law, and advanced, new, clean and
green technology that, for example, creates better or new products, saves resources or energy,
produces renewable energy or high-efficiency storage, improves health care or education, or helps
prevent disasters and reduce emissions. Encouraged technology can qualify for a certificate of
encouraged technology transfer and for incentives (Investment incentives; FAQ 39).

Article 10 lists technology restricted from transfer into or within Vietnam, including technology and
accompanying equipment no longer in common use in developed industrial countries, technology using
toxic chemicals or generating hazardous waste, genetic modification, radioactive substances, minerals
whose domestic exploitation is restricted, untested breeds, and technology producing products harmful
to customs, traditions and social ethics; and from Vietnam abroad, technology for traditional products
and rare Vietnamese varieties or materials and technology competing with Vietnam's key exports.
Article 11 lists technology prohibited from transfer into or within Vietnam, such as technology failing
safety, health and environmental standards or harmful to national defence and security, and prohibits
transferring abroad technology on the list of State secrets. The Government issues each list, currently
in the appendices to Decree No. 76/2018/ND-CP as amended; the classification of a technology should
be checked against the current list by code before any contract is signed.

Registration of technology transfer contracts

Under Article 31, a technology transfer contract, or the technology transfer part of an investment
project, capital contribution, franchise, IP transfer or equipment sale, must be registered with the State
science and technology authority in three cases: transfer from abroad into Vietnam; transfer from
Vietnam abroad; and domestic transfer using State capital or the State budget. Restricted technology
that has been licensed is excepted. Other transfers may be registered voluntarily, and Law No.
115/2025/QH15 provides that a registration certificate is a basis for priority in State science
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programmes and for incentives. The party responsible, normally the Viethamese transferee for an
inbound transfer as the contract provides, files a written request with a commitment that the contract
complies with the law, and the original or certified copy of the contract, with a notarised or certified
Vietnamese translation if it is in another language, within 90 days of signing. The authority issues the
certificate within five working days of a complete dossier, or refuses in writing, for example where the
contract has no technology content or concerns restricted technology. Amendments, extensions and
renewals of a registered contract must themselves be registered (Article 33).

The timing rule has teeth. Article 24(3) provides that a contract subject to compulsory registration
takes effect from the date the registration certificate is issued, and an amendment or extension from
the date its own certificate is issued. A royalty paid for a period before registration therefore has no
effective contractual basis, which banks and the tax authority may question; the registration certificate
is commonly requested by banks before technology fees are remitted and supports the deductibility of
the fee (Paying foreign suppliers and group companies). Under the transitional rules in Article 3 of Law
No. 115/2025/QH15, contracts signed before 1 April 2026 continue on their terms, but amendments and
extensions made after that date follow the amended law.

Licences for restricted technology

Restricted technology may be transferred only under a technology transfer licence (Article 28), issued
since Law No. 115/2025/QH15 by the provincial People's Committee where the technology is received
rather than by the Ministry of Science and Technology. The procedure has two stages. First, the party
applies for approval of the transfer with documents on its legal status, the technology, the conditions
for its use and its conformity with standards; the People's Committee checks the dossier within three
working days and decides within 30 days of a valid dossier (Article 29). Approval is not needed where
the technology of the investment project was already appraised or commented on at the investment
policy or investment decision stage. Second, after approval the parties sign the contract and, within 60
days of signing, apply for the licence with the contract, the list of technical documents and equipment,
IP certificates, product standards and an explanation of the conditions of use; the People's Committee
decides within 15 working days of a valid dossier (Article 30). The contract takes effect only when the
licence is issued, and any change to the licensed contents needs a new licence. Transferees of
restricted technology into Vietnam must report annually on performance of the contract.

What the contract must contain

A technology transfer contract must be in writing or another form treated as written under the Civil
Code, signed by the parties and, where they use seals, sealed, including across pages and appendices
(Article 22). The language is for the parties, but a registration or licence dossier needs a Vietnamese
version or certified translation. Article 23 lists fourteen contents: the name of the technology; the
technology transferred, the products it creates and their standards and quality; whether ownership is
assigned or a right of use is licensed; the method of transfer; the parties' rights and obligations; price
and payment; term and effective date; definitions; the plan, schedule and place of transfer; the
transferor's warranty of the technology; penalties; liability for breach; the dispute resolution body; and
other agreed terms. A contract missing a mandatory content may be refused registration.
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The scope of aright of use is for the parties: exclusive or non-exclusive, and with or without the right to
sub-license (Article 7(4)). The transferee may improve and develop the technology under the IP Law
(Article 7(5)), so ownership of improvements should be dealt with expressly. The transferor must
warrant that it has the right to transfer and that the right is not restricted by third parties unless
otherwise agreed, keep information confidential, and notify technical difficulties (Article 25); the
transferee must perform and keep information confidential (Article 26). Clauses restricting the
transferee, such as export bans, tie-ins and grant-backs, should be reviewed against Law No. 23/2018/
QH14 on Competition.

Price, royalties and tax

The price of technology is agreed by the parties (Article 27(1)) and no royalty cap applies under the
current law. Payment may be made in a lump sum or instalments, in money or goods; by converting the
value of the technology into capital in the project or enterprise; as a percentage of net selling price, of
net revenue or of the transferee's pre-tax profit; or by other agreed methods (Article 27(2)). Where the
parties include a party with State capital, are parent and subsidiary, or are related parties under the tax
law, the price must be audited and set in accordance with the tax and pricing laws (Article 27(3)), which
in practice means the arm's-length rules of Decree No. 255/2026/ND-CP (Transfer pricing, interest and
global minimum tax).

A royalty paid to a foreign licensor without a permanent establishment in Vietnam bears foreign
contractor tax with a CIT element of 10%, withheld by the Viethamese payer and declared within ten
days of payment; the transfer of technology is generally outside VAT, and a tax treaty may reduce the
CIT element if the treaty procedure is followed (Foreign contractor tax and tax treaties; FAQ 23; FAQ
67). The payment documents banks require, and the treatment of management fees and recharges that
are often bundled with royalties, are in Paying foreign suppliers and group companies. Income from
qualifying technology transfer may be exempt from CIT on the Vietnamese side (Corporate income tax).

Technology as capital, IP licence recordal and appraisal

A lawful owner of technology may contribute it as capital to an investment project or enterprise (Article
8, as amended). The contribution is valued under the Law on Enterprises, by agreement of the members
or by a valuation organisation, and where the project uses State capital the technology must be valued
under the pricing law and its ownership confirmed before contribution. The contribution of technology
from abroad is also an inbound technology transfer to be registered, and the IP rights contributed must
be assigned and the assignment registered with IP Viet Nam (Charter capital and capital contribution).
Law No. 131/2025/QH15 encourages the use of IP as capital and security, with further guidance
expected.

An IP licence of a registered patent, design or trademark takes effect as the parties agree but is
enforceable against third parties only once recorded with IP Viet Nam (Article 148 of the IP Law), and an
assignment takes effect only on registration. A licence that carries know-how or other technology with
the IP right may need both recordal at IP Viet Nam and technology transfer registration; a pure
trademark licence without technology is not a technology transfer. Finally, Article 13, as amended,
requires a technology appraisal or opinion at the investment policy approval or IRC stage for projects
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using restricted technology and projects with a risk of adverse environmental impact that use
technology, and at the investment decision stage for construction projects of those kinds; changes to
appraised technology require a new appraisal (The Investment Registration Certificate).

DECISION GUIDE
Does my technology contract need registration or a licence?

Work through the questions in order for each contract, or each technology element of a wider
contract.

Q1 Does the contract transfer technology within Article 4 (know-how, processes,
designs, algorithms, software, data or accompanying equipment), rather than only
a trademark or finished goods?

Continue to Q2.

No The Law on Technology Transfer does not apply; a trademark or copyright licence
should still be recorded or documented under the IP Law.

Q2  |s the technology on the prohibited list?
It cannot be transferred. Stop.

No Continue to Q3.

Q3 s the technology on the restricted list?

Apply for approval from the provincial People's Committee, then for a technology
transfer licence within 60 days of signing; the contract takes effect on the licence.

No Continue to Q4.

Q4  |s the transfer from abroad into Vietnam, from Vietnam abroad, or domestic using
State capital or budget?

Register the contract with the science and technology authority within 90 days of
signing; it takes effect on the registration certificate.

No Registration is voluntary; consider registering to support incentives and the bank and
tax position.

Registering an inbound technology transfer contract

Classify the technology

Confirm that the subject matter is technology under Article 4 and check it against the encouraged,
restricted and prohibited lists in Decree No. 76/2018/ND-CP as amended.
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Draft to Article 23

Include all fourteen mandatory contents, an express statement of whether ownership or a right of use
passes, the royalty method and the effective date on registration.

Check the price

For a related-party licence, prepare the arm's-length support required by Article 27(3) and Decree No.
255/2026/ND-CP.

Sign and diarise 90 days

The registration deadline runs from the date of signing; the contract has no effect until the certificate is

issued.

Prepare the dossier

Written request with the parties' compliance commitment; original or certified copy of the contract;
notarised or certified Vietnamese translation if needed.

File with the science and technology authority

File with the competent authority under the implementing rules, online where available. The certificate
should issue within five working days of a complete dossier.

Record the IP licence

Record any patent, design or trademark licence with IP Viet Nam so that it is enforceable against third

parties.

Operate the contract

Pay royalties only for periods from the certificate date, withhold and declare foreign contractor tax
within ten days of each payment, and register any amendment or extension.

Technology transfer rules at a glance (October 2026)

Objects of transfer Know-how, processes, designs, models, Law on Technology Transfer, Article 4,
algorithms, software, data, accompanying as amended by Law No. 115/2025/
equipment QH15

Compulsory registration Inbound, outbound, and domestic using State Article 31(1)

capital or budget

Registration deadline 90 days from signing; certificate within 5 Article 31(4) and (5)

working days

Effective date of registered Date of the registration certificate Article 24(3)
contract
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Restricted technology Provincial approval (30 days), then licence Articles 28 to 30, as amended
applied for within 60 days of signing (15
working days)

Prohibited technology No transfer Article 11
Price Agreed by the parties; no cap; related-party Article 27; Decree No. 255/2026/ND-
prices audited and at arm's length CcP
Foreign contractor tax on CIT element 10%; declared within 10 days of Circular No.103/2014/TT-BTC as
royalties payment amended by Circular No. 20/2026/TT-
BTC
Capital contribution Permitted for a lawful owner; valuation Article 8, as amended

required for State capital
IP licence recordal Needed for effect against third parties IP Law, Article 148
Technology appraisal Projects with restricted technology or Article 13, as amended

environmental risk, at IRC or policy approval
stage

WORKED EXAMPLE

A Japanese parent licenses process know-how and a patent to its Vietnamese
subsidiary

A Japanese chemicals group sets up a wholly owned subsidiary in an industrial park in Ba Ria-Vung Tau
to make specialty coatings. The parent licenses its patented formulation, its process know-how and its
trademark to the subsidiary for a royalty of 4% of net sales, with training by Japanese engineers. The
example is illustrative; professional-fee ranges are typical market ranges in October 2026, not

quotations.

Classification The process uses chemicals managed under national technical regulations but
meets them, so the technology is not restricted; it is not prohibited. The project does
carry environmental risk, so the technology content was explained and commented
on at the IRC stage under Article 13.

Contract structure One technology transfer and licence agreement covering the patent, the know-how,
training and technical assistance, with all fourteen Article 23 contents, and a
separate trademark licence.

Signing and registration Signed on 2 June 2026. Registration dossier filed with the science and technology
authority on 10 July 2026, within the 90-day window; certificate issued on 17 July
2026. The contract takes effect on 17 July 2026.

IP recordal The patent licence and the trademark licence are recorded with IP Viet Nam to make

them enforceable against third parties.
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Price The 4% royalty is supported by a transfer pricing benchmark of comparable
licences, as Article 27(3) requires for parent and subsidiary.

First royalty Royalty for July to September 2026 on net sales of VND 20 billion is VND 800
million, contractually net of Vietnamese tax. The subsidiary grosses up, withholds
foreign contractor tax with a 10% CIT element (about VND 89 million after gross-up),
declares it within ten days of payment and gives the bank the contract, the
registration certificate and the royalty statement.

Treaty check The Vietnam-Japan treaty rate on royalties is compared with the domestic rate; the
lower is applied only if the treaty procedure is followed.

Amendment When the royalty is raised to 4.5% in 2028, the amendment is registered and takes
effect on its certificate date, not on the date the parties agreed.

Cost (typical ranges) Drafting and registration: USD 2,500 to 6,000; IP recordals: USD 500 to 1,500;
transfer pricing support: USD 5,000 to 15,000.

Had the subsidiary paid royalties from June 2026 before the certificate issued, the payment for June and
early July would have lacked an effective contract and been exposed to challenge by the bank and the
tax authority.

Had the technology been on the restricted list, the subsidiary would first have needed approval from the
provincial People's Committee and then a licence applied for within 60 days of signing.

Questions investors ask about technology transfer

Must a licence from our foreign parent be registered in Vietham?

If it transfers technology, such as know-how, processes, software or data, from abroad into
Vietnam, yes. Article 31 of the Law on Technology Transfer requires registration within 90 days of
signing, and under Article 24(3) the contract takes effect only when the registration certificate is
issued. Restricted technology needs a licence instead.

Is there a cap on royalties in Vietnam?

No. Article 27 of the Law on Technology Transfer leaves the price to the parties and allows lump
sums, instalments or percentages of net sales, revenue or pre-tax profit. Between parent and
subsidiary or other related parties, the price must be audited and set at arm's length under the tax
and pricing laws.

What changed in technology transfer law on 1 April 20267

Law No. 115/2025/QH15 expressly added algorithms, software and data to the technology that
can be transferred, moved licensing of restricted technology to provincial People's Committees,
narrowed technology appraisal to projects with restricted technology or environmental risk, and
clarified that rights in technology embedded in equipment do not pass automatically with the
equipment.
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Can technology be contributed as capital to a Viethamese company?

Yes. Article 8 allows a lawful owner to contribute technology to a project or enterprise. It must be
valued under the Law on Enterprises, and by a valuation organisation where State capital is
involved. A contribution from abroad is an inbound transfer to be registered, and IP rights
contributed must be assigned and registered with IP Viet Nam.

Does a trademark licence need technology transfer registration?

Not if it licenses only the trademark. A trademark licence is governed by the IP Law and should be
recorded with IP Viet Nam to be enforceable against third parties. If the licence also delivers
know-how, recipes, processes or software from abroad, that technology element must be
registered under the Law on Technology Transfer.

THE 2027 HORIZON

+ New implementing rules under Law No. 115/2025/QH15, replacing or amending Decree No. 76/2018/
ND-CP and its lists of encouraged, restricted and prohibited technology, are expected; check the lists
again before signing in 2027.

+ Law No. 20/2026/QH16, passed on 24 August 2026, amends the Law on Technology Transfer
together with the telecommunications, radio frequency and electronic transactions laws, mainly from
1 March 2027 with some provisions from 1 October 2026; its effect on registration practice should be
checked as it comes into force.

- Guidance on the use of IP and technology as capital and loan security under Law No. 131/2025/QH15
and Law No. 115/2025/QH15 is expected, which may ease valuation and recording of in-kind
contributions.

Terms you will meet in the documents

m

Technology transfer Chuyén giao céng nghé The assignment of ownership or licensing of the right to
use technology.

Technology transfer Hop déng chuyén giao cong The written contract that must contain the 14 contents in

contract nghé Article 23.

Certificate of technology Gidy ching nhan dang ky The certificate from which a registrable contract takes

transfer registration chuyén giao cong nghé effect.

Technology transfer Gidy phép chuyén giao cong The licence required for restricted technology, issued by

licence nghé the provincial People's Committee.

Restricted technology Coéng nghé han ché chuyén giao Technology that may be transferred only under licence
(Article 10).

Prohibited technology Coéng nghé cam chuyén giao Technology that may not be transferred (Article 11).
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m

Know-how Bi quyét ky thuat, bi quyét céng Accumulated information decisive for the quality or
nghé competitiveness of technology.
Capital contribution in Gdp vén bang cong nghé Contribution of technology to a project or enterprise as
technology capital (Article 8).
Technology appraisal Tham dinh cong nghé Review of a project's technology at the approval stage
(Article 13).

FOREIGN V VIETNAMESE INVESTOR

The Law on Technology Transfer applies to every transferor and transferee. Registration is compulsory
because the technology crosses the border, not because a party is foreign: a Vietnamese-owned
company licensing technology from abroad must register exactly as a foreign-owned subsidiary must,
and a domestic transfer between two foreign-owned Vietnamese companies is not compulsorily
registrable unless State capital is involved. The foreign-invested company feels the rules more because
its technology typically comes from its own parent, which brings in the related-party pricing
requirement.

WATCH OUT FOR

- Paying royalties for periods before the registration certificate issues, when a registrable contract has
no effect.

- Missing the 90-day registration window, or failing to register amendments and extensions.

- Contracts that omit one of the 14 mandatory contents in Article 23 and are refused registration.
- Technology on the restricted list transferred without provincial approval and a licence.

+ Buying equipment with embedded technology without an express licence to use the technology.

- Related-party royalty rates without arm's-length support, which put the deduction at risk while
foreign contractor tax is still due.

OFFICIAL SOURCES

- National Legal Database (vbpl.vn): Law No. 07/2017/QH14 on Technology Transfer; Law No. 115/2025/QH15 amending
it —https://vbpl.vn

+ Government portal: consolidated Law on Technology Transfer, document No. 138/2026/VBHN-VPQH (21 September
2026) — https://chinhphu.vn

« Ministry of Science and Technology: technology transfer registration — https://mst.gov.vn

« Intellectual Property Office of Viet Nam: recordal of licence contracts — https://ipvietnam.gov.vn
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CHAPTER 7 - SECTION 7.6 OF 8

Personal data protection: the Personal
Data Protection Law 2025 and Decree
No. 356/2025/ND-CP, extraterritorial
scope, controllers and processors, consent
and the other legal bases, sensitive data,
data subject rights and response times,
impact assessments, breach notification,
data protection officers, the SME grace

period, penalties under Decree No.
330/2026/ND-CP and a compliance
checklist

Reviewed 10 October 2026 - Prepared by a foreign investment lawyer (now retired) with 20 years' experience
advising on Viethnamese investment law - Legal and tax information, not legal advice - How we check - Open in the
app

WHAT YOU NEED TO KNOW

« Law No. 91/2025/QH15 on Personal Data Protection took effect on 1 January 2026 with Decree No.
356/2025/ND-CP, replacing Decree No. 13/2023/ND-CP; it applies in Vietnam and to foreign
organisations that process the personal data of Vietnamese citizens and certain residents from
abroad.

* Processing requires the data subject's consent, which must be specific, verifiable and never set by
default, unless one of the cases in Article 19 applies, including emergencies, State functions and
performance of an agreement with the data subject.

- Controllers and processors must prepare a processing impact assessment and, for transfers abroad
including to offshore cloud servers, a transfer impact assessment filed with the Ministry of Public
Security's A0O5 within 60 days of the start of the transfer, updated every six months where
circumstances change (Decree No. 356/2025/ND-CP).

« A controller must notify AO5 within 72 hours of detecting a reportable violation, and in defined cases
also notify the affected individuals; data subject requests must be acknowledged within two working
days and implemented within 10 to 20 days depending on the request.

- Decree No. 330/2026/ND-CP, effective 19 August 2026, sets fines of up to VND 3 billion for
organisations, up to 5% of prior-year Vietnamese revenue for unlawful cross-border transfers and up
to ten times the proceeds of buying or selling personal data; small enterprises and start-ups have a
five-year grace period for some duties.
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A law, not a decree

Vietnam's first comprehensive data protection instrument was Decree No. 13/2023/ND-CP. It was
replaced on 1 January 2026 by Law No. 91/2025/QH15 on Personal Data Protection (the PDPL), passed
on 26 June 2025, and by its implementing decree, Decree No. 356/2025/ND-CP, issued on 31
December 2025 and effective the next day (FAQ 81). The penalties are in Decree No. 330/2026/ND-CP,
effective 19 August 2026, which also covers cybersecurity violations. Supervision and enforcement sit
with the Ministry of Public Security's Department of Cybersecurity and High-Tech Crime Prevention
(A05), which receives impact assessment dossiers and breach notifications, runs the national personal
data protection portal and inspects compliance.

The PDPL applies to Vietnamese and foreign organisations and individuals in Vietnam, and to foreign
organisations and individuals abroad that directly process, or are involved in processing, the personal
data of Vietnamese citizens and certain persons resident in Vietnam. A foreign parent that runs the
group HR system, a foreign e-commerce operator that sells to Viethamese consumers, and a foreign
cloud or analytics provider that processes data for a Viethamese customer may all be within its reach.
The same rules apply to domestic and foreign-owned companies. Personal data protection overlaps with
the cybersecurity and data localisation rules, which are in Cybersecurity, data localisation and cross-
border transfers.

Roles: controller, processor and third parties

The PDPL allocates duties by role. A personal data controller decides the purposes and means of
processing; a personal data processor processes on the controller's behalf under a contract; a
controller-processor does both; and a third party is any other person permitted to process the data.
The controller carries the main obligations: identifying a legal basis, giving notice, obtaining consent,
responding to data subjects, preparing impact assessments, implementing security measures and
notifying breaches. The processor must process only as instructed, apply security measures, assist the
controller and delete or return data at the end of the contract. Decree No. 356/2025/ND-CP requires a
written agreement for transfers to processors and third parties and for transfers in a restructuring,
covering the purpose, data subjects, types of data, duration, deletion, legal basis and responsibilities,
and requires encryption, anonymisation or equivalent protection when sensitive data is transferred.

Within a group, the Vietnamese subsidiary is usually the controller of its customer and employee data,
and its parent or a regional shared-service centre acts as processor or as a further controller. The intra-
group data transfer agreement should reflect the actual roles; a parent that sets the purposes of a
global HR or CRM system is likely to be a controller in its own right.

Legal bases and consent

Consent is the default basis. It must be given freely and expressly for a specific purpose, on the basis of
notice of the purpose, types of data, recipients, the data subject's rights and the consequences of
processing; silence or inaction is not consent. Decree No. 356/2025/ND-CP requires consent to be
recorded so that its timing and content can be verified, prohibits pre-ticked boxes and unclear or
misleading settings, and accepts consent given by phone, email, website, platform or application where
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the technical settings meet those standards. Consent can be withdrawn at any time, and the controller
must then stop processing within the time limits described below. Separate consent is needed for each
purpose, so a bundled consent in a long privacy policy is weak.

Article 19(1) of the PDPL lists five cases in which personal data may be processed without consent: to
protect the life, health, dignity, rights or lawful interests of the data subject or others in urgent
situations; to respond to emergencies, national security threats, terrorism, crime and other violations; to
serve the activities of State agencies and State management under the law; to perform an agreement
between the data subject and the relevant organisation or individual as the law prescribes; and other
cases provided by law. Employment and customer contracts can therefore support processing
necessary to perform them, but marketing, profiling, transfers to group companies for their own
purposes and sharing with partners generally still need consent. The PDPL prohibits buying and selling
personal data except as the law allows.

Sensitive personal data

The PDPL distinguishes basic and sensitive personal data, and Decree No. 356/2025/ND-CP lists each.
Sensitive data includes data on political and religious views, health status, genetic and biometric data,
sex life and orientation, criminal records, precise location, and, among the decree's additions, behaviour-
tracking and usage data from telecommunications, social network, online media and other cyberspace
services, usernames and passwords for electronic identification accounts, images of identity cards, and
bank account, payment card and financial transaction data. Processing sensitive data requires notice
that the data is sensitive, stronger security and access controls, and it removes the small-enterprise
grace period described below. A business that tracks app users, processes card payments or keeps
copies of customers' identity cards is therefore processing sensitive data and should plan accordingly.

Data subject rights and response times

Individuals have the rights to be informed, to consent and to withdraw consent, to access their data and
obtain a copy, to correct it, to have it deleted, to restrict or object to processing, to complain and to
claim compensation (FAQ 83). Decree No. 356/2025/ND-CP sets the clock. The controller must respond
to any request within two working days. It must then implement a request to withdraw consent, restrict
or object within 15 days (20 days where processors or third parties are involved); a request to access,
correct or provide data within 10 days (15); and a request to delete within 20 days (30). Each period may
be extended once, by up to the same number of days. A business with large consumer volumes needs a
request-handling procedure, identity verification and a log; the response times are too short to be met
by ad hoc handling.

Impact assessments

Controllers and processors must prepare a personal data processing impact assessment, and before
sending personal data abroad, including by storing it on servers outside Vietnam or using an offshore
cloud, a transfer impact assessment, and file them with A05 online (FAQ 82). Decree No. 356/2025/
ND-CP allows 60 days from the start of the transfer to file the transfer dossier; AO5 reviews a dossier
within 15 days and may require it to be supplemented within 30 days. Dossiers must include the
organisation's internal data protection policies, procedures and templates and a data-flow description
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for each role, and must be updated every six months where new purposes arise or the controller,
processor or third party changes, and within ten days of a reorganisation, dissolution, change of
protection service provider or change of business lines involving personal data. The decree exempts
transfers made for personnel management under labour rules, internal rules and collective labour
agreements from the transfer impact assessment, but the exemption is narrow, and global HR platforms
used for wider purposes should still be assessed. Where personal data is also core or important data
under the Data Law, the PDPL dossiers replace the separate Data Law assessment.

Breaches, officers and the SME grace period

A controller must notify AO5 within 72 hours of detecting a reportable violation of the personal data
protection rules, and processors must notify the controller promptly. Certain breaches must also be
notified to the individuals affected, including breaches at financial service providers and those involving
biometric or location data, within 72 hours of discovery or, where individual notice is not feasible, by
public disclosure; breach records must be kept for at least five years after remediation. Organisations
must designate a personal data protection department or officer with the qualifications Decree No.
356/2025/ND-CP prescribes, a college degree or higher, at least two years' relevant experience and
data protection training, or engage a qualified external service provider.

Small enterprises and start-ups have a five-year grace period from 1 January 2026 for appointing a
data protection officer or provider and for preparing, updating and filing impact assessments, and
household businesses and micro-enterprises are largely exempt. The relief does not apply to an
enterprise that provides personal data processing services, directly processes sensitive personal data,
or processes the data of 100,000 or more data subjects, so many consumer-facing and technology start-
ups do not benefit.

Penalties

Decree No. 330/2026/ND-CP, effective 19 August 2026, implements the penalty ceilings in the PDPL.
Organisations may be fined up to VND 3 billion for most violations, and individuals half that. Unlawful
buying or selling of personal data is fined up to ten times the proceeds. Violations of the cross-border
transfer rules, such as transferring without the required dossier, concealing or falsifying data flows that
lead to leakage, or continuing after a stop order, are fined as a percentage of the previous year's
Vietnamese revenue: 1% to 2% where 10,000 to under 100,000 data subjects are affected, 2% to 3%
from 100,000 to under one million, and 3% to 5% from one million, with fixed fines of up to VND 3 billion
where there is no Vietnamese revenue or the percentage would be lower. Lesser fines apply to dossier
and procedural failures, processing may be suspended until an impact assessment failure is cured, and
serious cross-border violations can lead to suspension of transfers for six to 12 months. Individuals
responsible may also face criminal liability for illegal use of information on computer networks under
the Penal Code.
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Personal data compliance checklist for a Vietnamese business

The core steps for a company operating in Vietnam, in a sensible order. A group with an existing
GDPR programme can adapt much of it, but the Viethamese dossiers, response times and filing
duties are additional.

D Data map
Personal data held, purposes, legal basis, systems, locations, recipients and retention,
distinguishing basic and sensitive data.

D Roles and contracts
Controller, processor and third-party roles identified; written agreements with processors, group
companies and partners in the form the decree requires.

D Notices and consents
Vietnamese-language notices; separate, recorded consents for each purpose; no default settings;
withdrawal mechanism.

D Processing impact assessment
Prepared on the AO5 template with internal policies and data-flow diagrams, filed online, updated
every six months where circumstances change.

D Transfer impact assessment
For every flow abroad, including cloud hosting and group systems, filed within 60 days of the start
of the transfer.

D Data subject requests
Procedure to acknowledge within two working days and implement within 10 to 20 days, with
identity checks and a log.

D Security
Access controls, encryption of sensitive data, logging, vendor due diligence and staff training.

[:] Breach response
Incident plan to notify AO5 within 72 hours and affected individuals where required, with records
kept for five years.

[:] Officer

Qualified internal data protection officer or department, or an external provider, unless the SME
grace period applies.

[:] Marketing and cookies
Consent for direct marketing, profiling and tracking technologies; no purchase or sale of personal
data.
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Key PDPL obligations and deadlines (October 2026)

Scope

Processing without consent

Response to data subject

requests

Transfer impact assessment

Dossier updates

Breach notification

Data protection officer

SME grace period

General fine ceiling

Cross-border transfer fines

Buying or selling personal
data

Processing in Vietnam, and foreign processing of data
of Vietnamese citizens and certain residents

Five cases, including emergencies, State functions and
performance of an agreement

Acknowledge within 2 working days; implement within
10 to 20 days (15 to 30 with processors); one extension

Filed with AO5 within 60 days of the start of the
transfer; reviewed within 15 days

Every six months if circumstances change; within 10
days of reorganisation or dissolution

AO05 within 72 hours; individuals in defined cases

Qualified officer, department or external provider

Five years from 1 January 2026, unless processing
services, sensitive data or 100,000+ data subjects

VND 3 billion for organisations; half for individuals

1% to 5% of prior-year Vietnamese revenue by number
of data subjects affected

Up to ten times the proceeds

Law No. 91/2025/QH15

Law No. 91/2025/QH15,

Article 19(1)

Decree No. 356/2025/ND-CP

Decree No. 356/2025/ND-CP

Decree No. 356/2025/ND-CP

Law No. 91/2025/QH15;

Decree No. 356/2025/ND-CP

Decree No. 356/2025/ND-CP

Decree No. 356/2025/ND-CP

Decree No. 330/2026/ND-CP

Decree No. 330/2026/ND-CP

Decree No. 330/2026/ND-CP

WORKED EXAMPLE

A retail chain's loyalty programme and regional CRM

A Thai-owned Vietnamese retail company with 60 stores runs a loyalty app with 400,000 members,

stores data on a Singapore cloud managed by its regional parent, and processes card payments through

a local bank. The example is illustrative; professional-fee ranges are typical market ranges in October

2026, not quotations.

Roles

Sensitive data

The Vietnamese company is controller of member data; the Singapore parent sets
regional marketing purposes and is treated as a joint controller for those purposes;

the cloud provider is a processor.

App usage tracking and payment card data are sensitive under Decree No.
356/2025/ND-CP, so the SME grace period would not apply even if the company

were small.
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Consents The app is updated in January 2026 with separate, unticked consents for the loyalty
programme, personalised offers and sharing with the parent, recorded with
timestamps; existing members are asked to re-consent.

Impact assessments Processing impact assessment and transfer impact assessment for the Singapore
cloud filed on the AO5 portal in February 2026, within 60 days of the transfers
continuing under the new law; AO5 asks for a revised data-flow diagram, supplied
within 30 days.

Requests A request portal acknowledges within two working days; deletion requests are
completed within 20 days, or 30 where the cloud provider must act.

Breach In May 2026 a misconfigured marketing tool exposes 12,000 members' purchase
histories. A05 is notified within 72 hours; the dossier is updated and the vendor
contract amended.

Exposure Had the company transferred data to Singapore without the dossier, with 400,000
data subjects affected, the fine band under Decree No. 330/2026/ND-CP would
have been 2% to 3% of prior-year Viethamese revenue.

Cost (typical ranges) Gap assessment, dossiers and templates: USD 10,000 to 30,000; external data
protection officer service: USD 500 to 2,000 a month.

Had the company had fewer than 100,000 members, no sensitive data and qualified as a small enterprise,
it could have deferred the officer appointment and the dossiers until 2031, but not the consent, notice,
rights and breach rules.

Had the parent processed the data only on the company's instructions, it would have been a processor,
needing a processing agreement rather than consent for its own purposes.

Questions investors ask about personal data

Does Vietnam's data protection law apply to my company abroad?

It can. Law No. 91/2025/QH15 applies to foreign organisations that directly process, or are
involved in processing, personal data of Vietnamese citizens and certain residents, even from
outside Vietnam. A foreign parent running group HR or CRM systems, or a foreign platform selling
to Vietnamese consumers, should assess its exposure.

Do | need consent to process employee data?

Not for everything. Article 19(1) of the PDPL permits processing without consent to perform an

agreement with the data subject, which covers what the employment contract requires, and for
legal obligations under other laws. Other uses, such as group-wide analytics or sharing for the

parent's own purposes, generally need separate, recorded consent.
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When must we file a transfer impact assessment?

Within 60 days of the start of a transfer of personal data abroad, including storage on offshore
servers or clouds, under Decree No. 356/2025/ND-CP. AO5 reviews it within 15 days and may ask
for changes. The dossier must be updated every six months where purposes or parties change.

How quickly must a data breach be reported in Vietham?

Within 72 hours of detection to AO5 under Law No. 91/2025/QH15. Breaches at financial service
providers or involving biometric or location data must also be notified to the affected individuals
within 72 hours, or publicly where that is not feasible. Keep breach records for at least five years.

What are the fines for breaching the PDPL?

Under Decree No. 330/2026/ND-CP, up to VND 3 billion for organisations for most violations, up to
ten times the proceeds of buying or selling personal data, and 1% to 5% of prior-year Vietnamese
revenue for cross-border transfer violations, depending on how many data subjects are affected.

THE 2027 HORIZON

+ A draft Law on Data Security, reported in July 2026 as targeted for the National Assembly's October
2026 session, would require prior Ministry of Public Security approval for transfers abroad of large
volumes of personal data; its final form and timing are uncertain.

+ AO5's practice on reviewing dossiers and on the HR exemption from the transfer impact assessment
will become clearer as the first six-monthly updates fall due during 2026 and 2027.

- The five-year grace period for small enterprises and start-ups runs to 31 December 2030; enterprises
that grow past 100,000 data subjects or begin processing sensitive data lose it earlier and should
monitor their position.

Terms you will meet in the documents

m

Personal data Dr liéu cd nhan Information identifying or capable of identifying a
specific individual.

Sensitive personal data Dir liéu cd nhan nhay cam Data whose misuse seriously affects the individual,
listed in Decree No. 356/2025/ND-CP.

Data subject Chu thé dir liéu cé nhan The individual whom the data concerns.

Personal data controller Bén kiém soét dir liéu cg nhan The party deciding the purposes and means of
processing.

Personal data processor Bén xur ly dir liéu cd nhan The party processing on the controller's behalf under
contract.
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m

Processing impact banh gia tac dong xur ly dir liéu The dossier assessing processing risks, filed with A05.
assessment cd nhan
Transfer impact Dénh gié tac dong chuyén dir The dossier required before personal data leaves
assessment liéu cd nhan ra nudc ngoai Vietnam, filed within 60 days.
Consent Su déng y cta chu thé dir liéu Express, specific and verifiable agreement to
processing.
AO05 Cuc An ninh mang va phong, The Ministry of Public Security department supervising
chong téi pham str dung cong data protection.
nghé cao

FOREIGN V VIETNAMESE INVESTOR

The PDPL draws no distinction between domestic and foreign-owned companies operating in Vietnam.
The difference is in data flows: a foreign-invested company is far more likely to send personal data to a
parent, a regional hub or an offshore cloud, which triggers the transfer impact assessment and the
revenue-based fines for cross-border violations, and its foreign parent may itself be within the law's
extraterritorial scope.

WATCH OUT FOR

- Assuming a GDPR programme is enough; Vietnam adds filed dossiers, shorter response times and its
own consent standards.

- Bundled or pre-ticked consents, which are invalid under Decree No. 356/2025/ND-CP.

- Offshore cloud hosting and group systems switched on without a transfer impact assessment filed
within 60 days.

+ Tracking, payment and identity card data treated as basic data when the decree lists them as
sensitive.

+ Relying on the SME grace period while processing sensitive data or data of 100,000 or more people.

* No incident plan capable of notifying AO5 within 72 hours.

OFFICIAL SOURCES

- National Legal Database (vbpl.vn): Law No. 91/2025/QH15 on Personal Data Protection — https://vbpl.vn

« Government portal: Decree No. 356/2025/ND-CP; Decree No. 330/2026/ND-CP on administrative sanctions for
cybersecurity and personal data protection — https://chinhphu.vn

- National personal data protection portal (A05, Ministry of Public Security) — https://baovedlcn.gov.vn

» Ministry of Public Security — https://bocongan.gov.vn

Be Viethnam Wise - Doing Business in Vietnam - Chapter 7: Intellectual Property, Data & Technology Page 63 of 82


https://vbpl.vn
https://vbpl.vn
https://chinhphu.vn
https://chinhphu.vn
https://chinhphu.vn
https://baovedlcn.gov.vn
https://baovedlcn.gov.vn
https://bocongan.gov.vn
https://bocongan.gov.vn

CHAPTER 7 - SECTION 7.7 OF 8

Cybersecurity, data localisation and cross-
border transfers: the Cybersecurity Law
2025 and Decree No. 333/2026/ND-CP,
who must store data in Vietnam and open
a local office, the Data Law and core and
important data, transfer impact
assessments under the PDPL, information
system protection, penalties, and a
decision guide for group I'T and HR data

Reviewed 10 October 2026 - Prepared by a foreign investment lawyer (now retired) with 20 years' experience
advising on Vietnamese investment law - Legal and tax information, not legal advice - How we check - Open in the
app

WHAT YOU NEED TO KNOW

« Law No. 116/2025/QH15 on Cybersecurity, in force from 1 July 2026, consolidated the 2018
Cybersecurity Law and the 2015 Law on Network Information Security, and is implemented by seven
decrees issued on 19 August 2026, Decrees No. 327/2026/ND-CP to No. 333/2026/ND-CP.

« Under Decree No. 333/2026/ND-CP, domestic enterprises providing online, telecommunications and
internet services must store prescribed user data in Vietnam; foreign enterprises providing listed
services must store data for at least 24 months and open a branch or representative office only after a
Ministry of Public Security decision following an unremedied violation, with 12 months to comply.

« Law No. 60/2024/QH15 on Data, in force from 1 July 2025, and Decree No. 165/2025/ND-CP control
the transfer abroad of core and important data, defined by Decision No. 20/2025/QD-TTg; core data
needs prior approval of the Ministry of Public Security, or the Ministry of National Defence for defence
data.

« Any transfer of personal data abroad, including to offshore cloud servers, needs a transfer impact
assessment filed with AO5 within 60 days under Law No. 91/2025/QH15 and Decree No. 356/2025/
ND-CP, and that dossier replaces the separate Data Law assessment for personal data that is also
core or important data.

- Decree No. 330/2026/ND-CP fines cybersecurity violations up to VND 200 million for organisations,
and cross-border personal data violations up to 5% of prior-year Viethamese revenue.

Three regimes, one question

A foreign-invested company that wants to run its Vietnamese operations on group systems hosted
abroad, whether an ERP, a CRM, an HR platform or a public cloud, must ask whether the data may leave
Vietnam and whether any of it must also stay there. Three laws answer the question, each with its own
regulator logic but all supervised by the Ministry of Public Security. The Cybersecurity Law decides
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who must store data in Vietnam and open a local office. The Data Law controls the transfer abroad of
data classified as core or important, whether or not it is personal. The Personal Data Protection Law
requires a transfer impact assessment for every transfer of personal data abroad (FAQ 82). They
overlap, and a single transfer can engage all three.

There is no general prohibition on sending data abroad and no general rule that all data must be stored
in Vietnam. For most foreign-invested manufacturers, traders and service companies, the practical
requirements are the PDPL transfer impact assessment and good security, with the localisation and
core-data rules relevant only in specific sectors or after specific triggers. The detailed PDPL rules are in
Personal data protection.

The Cybersecurity Law 2025 and its decrees

Law No. 24/2018/QH14 on Cybersecurity introduced data localisation, implemented from 1 October
2022 by Decree No. 53/2022/ND-CP. Law No. 116/2025/QH15 on Cybersecurity, in force from 1 July
2026, consolidated it with the 2015 Law on Network Information Security into a single law on
cybersecurity and network information security, and expanded the powers of the Ministry of Public
Security. On 19 August 2026 the Government issued seven implementing decrees: Decree No.
327/2026/ND-CP on online information harmful to national security and public order; No. 328/2026/
ND-CP on fake and false information, effective 5 October 2026; No. 329/2026/ND-CP on cybersecurity
protection forces; No. 330/2026/ND-CP on administrative sanctions for cybersecurity and personal data
protection; No. 331/2026/ND-CP on protection of information systems, with a five-level classification;
No. 332/2026/ND-CP on cybersecurity products and services businesses; and No. 333/2026/ND-CP,
which details the law and carries forward, with revisions, the parts of Decree No. 53/2022/ND-CP that
remain appropriate, including the localisation rules. Transitional provisions preserve certain earlier
arrangements for existing systems, contracts and licence applications received before 1 July 2026.

Decree No. 331/2026/ND-CP requires owners of information systems to classify them into one of five
levels according to the harm a breach would cause and to apply the protection measures for that level,
with higher levels subject to approval and inspection. Most private commercial systems sit at the lower
levels, but operators of large consumer platforms, financial services and systems important to national
security should check their classification.

Who must store data in Vietnam and open an office

Decree No. 333/2026/ND-CP distinguishes domestic and foreign enterprises. Domestic enterprises,
which includes Vietnamese companies owned by foreign investors, that provide telecommunications,
internet and value-added services in cyberspace in Vietnam must store prescribed data in Vietnam:
personal information of service users in Vietnam and data created by those users, such as account
names, service-use times, credit card information, email addresses, the latest log-in and log-out IP
addresses and linked telephone numbers.

Foreign enterprises are covered only if they provide listed services in Vietham: telecommunications,
online data storage and sharing, domain name registration, e-commerce, online payment and payment
intermediation, online transport connection, social networks and social media, online games, online
applications and certain other online information services. Even then, the obligations arise only on a
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trigger. The service must have been used to commit a cybersecurity violation; the Ministry of Public
Security's specialised force must have notified the violation and issued written requests for
cooperation, up to three over up to six months; and the enterprise must have failed to remedy the
violation or comply, or have obstructed or disabled protective measures. The Ministry may then decide
that the enterprise must store the data in Vietnam and establish a branch or representative office
responsible for compliance. The enterprise has 12 months from the decision to comply, must keep the
data for at least 24 months, and must maintain the office until it stops operating in Vietnam or providing
the service (FAQ 82). Telecommunications and hosting providers must remove or block unlawful content
within 24 hours of a request from the specialised force, provide IP address identification within 24
hours or within three hours in urgent national security and serious crime cases, and keep logs for at
least 12 months.

The Data Law: core and important data

Law No. 60/2024/QH15 on Data, in force from 1 July 2025 and implemented by Decree No. 165/2025/
ND-CP of 30 June 2025, governs digital data generally, personal or not. It classifies data by importance
and controls the transfer abroad of important data and core data, the latter a subset of the former
whose unlawful use would directly threaten national defence, security, foreign relations, the macro-
economy, social stability or public health and safety. The categories are listed in Decision No. 20/2025/
QD-TTg. For private organisations, important data includes basic personal data of 100,000 or more
people, sensitive personal data of 10,000 or more people and bank account, payment or debt data of
10,000 or more enterprises; core data includes the corresponding categories at one million people,
100,000 people and 100,000 enterprises, as well as defence, security and cryptography data and State-
held data on critical infrastructure, health and finance.

The transfer abroad of core data requires prior approval: the transferor files an impact assessment
dossier with the Ministry of Public Security, or the Ministry of National Defence for military, defence and
cryptographic data, and receives a written decision. Important data may be transferred without prior
approval, but the transferor must carry out a risk assessment covering legality, necessity, scope, the
recipient's protection standards, leakage risks and responsibilities, and file the dossier with the Ministry.
Decree No. 356/2025/ND-CP provides that where the data is personal data that is also core or
important data, only the PDPL processing and transfer impact assessment dossiers are required, not a
separate assessment under Decree No. 165/2025/ND-CP. Separately, providers of data intermediary
services must locate their infrastructure in Vietnam and have a Vietnamese citizen as legal
representative.

Cloud, outsourcing and sector rules

Data centre and cloud services may be 100% foreign-owned and need only registration, or notification
for offshore providers, under the telecommunications law (FAQ 94), so a group can host Vietnamese
data in a Vietnamese data centre operated by a foreign-owned provider if it chooses to localise. Several
sectors add their own rules: banks and payment intermediaries are subject to State Bank requirements
on data centres, backup sites and outsourcing of information technology; securities, insurance and
health data have their own controls; and State agencies' data and data classified as State secrets
cannot leave Vietnam. A foreign-invested company in a regulated sector should check its sector rules
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before any offshore migration. The penalties for cybersecurity violations under Decree No. 330/2026/
ND-CP reach VND 200 million for organisations and VND 100 million for individuals; the penalties for
personal data transfer violations, which are revenue-based, are set out in Personal data protection.

DECISION GUIDE
Moving group IT, CRM and HR data offshore: a decision guide

A first screen for a foreign-invested company in Vietham planning to host or process data on
systems outside Vietnam. Work through every question; more than one regime can apply.

Q1 Does the data include personal data of people in Vietnham (employees, customers,
users, contacts)?
File a transfer impact assessment with AO5 within 60 days of the start of the

transfer, unless the narrow HR exemption in Decree No. 356/2025/ND-CP clearly
covers the flow; put intra-group and vendor agreements in place. Continue to Q2.

No The PDPL does not apply to the flow. Continue to Q2.

Q2  Does the data reach the important or core data thresholds in Decision No.
20/2025/QD-TTg (for example basic data of 100,000 people or sensitive data of
10,000 people)?

Core data needs prior Ministry of Public Security approval before transfer; important
data needs a risk assessment dossier. For personal data, the PDPL dossiers serve
this purpose. Continue to Q3.

No No Data Law transfer control. Continue to Q3.

Q3 |s the Viethamese company a domestic provider of telecommunications, internet or
online services to users in Vietham?

Store the prescribed user data in Vietnam under Decree No. 333/2026/ND-CP
before relying on offshore systems for it. Continue to Q4.

No No localisation duty under the Cybersecurity Law for internal group systems.
Continue to Q4.

Q4  |s the company in a regulated sector (banking, payments, securities, insurance,
health) or does it hold State or State-secret data?

Apply the sector rules on data centres, outsourcing and offshore processing, which
may require local primary or backup hosting or regulator approval.

No Proceed with the transfer once the PDPL dossier and contracts are in place, and keep
the dossier updated every six months where circumstances change.
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The three regimes compared (October 2026)

Instrument

Data covered

Main rule

Timing

Authority

Penalties

Cybersecurity Law

Law No. 116/2025/QH15; Decree
No. 333/2026/ND-CP

User data of online, telecoms
and internet services

Localisation for domestic
providers; for foreign providers
of listed services only after a
triggering decision

12 months to comply after a
decision; 24 months' minimum

storage

Ministry of Public Security

Up to VND 200 million
(organisations)

Data Law

Law No. 60/2024/QH15;
Decree No. 165/2025/ND-
CP; Decision No. 20/2025/
QD-TTg

All digital data, classified
as core, important or other

Prior approval for core
data transfers; risk
assessment for important
data

Before transfer for core
data

Ministry of Public Security;
Ministry of National
Defence for defence data

Under the administrative
sanctions decrees and the
Data Law

Personal Data
Protection Law

Law No. 91/2025/
QH15; Decree No.
356/2025/ND-CP

Personal data

Transfer impact
assessment for every
transfer abroad

Within 60 days of the
start of the transfer

Ministry of Public
Security (A05)

Up to 5% of prior-
year Viethamese
revenue for transfer
violations

WORKED EXAMPLE

A European engineering group moves its Vietnamese HR and CRM to a

Singapore cloud

A German group's Vietnamese subsidiary in Binh Duong has 1,200 employees and a B2B customer

database of 8,000 contacts. The group migrates HR to a global platform and CRM to a regional instance,
both hosted in Singapore, from 1 March 2026. The example is illustrative; professional-fee ranges are

typical market ranges in October 2026, not quotations.

PDPL

Sensitive data

Employee and customer contact data are personal data. The group concludes that
payroll and personnel administration fall within the HR exemption, but the global
platform is also used for talent analytics and succession planning, so it files a
transfer impact assessment covering both systems with AO5 on 20 April 2026,
within 60 days of the start of the transfer.

HR records include health certificates and bank account details, which are sensitive;
the dossier describes encryption and access controls.
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Data Law thresholds Basic data of about 9,200 people and sensitive data of 1,200: well below the
important data thresholds of 100,000 and 10,000, so no Data Law transfer control
applies.

Cybersecurity Law The subsidiary provides no online or telecommunications services to users in
Vietnam, so Decree No. 333/2026/ND-CP imposes no localisation duty.

Contracts An intra-group data transfer agreement in the form Decree No. 356/2025/ND-CP
requires, with the Singapore entity as processor for HR administration and the
German parent as controller for talent analytics with employee consent.

AOS5 review AO5 requests a clearer data-flow diagram within 15 days; the subsidiary supplies it
within 30 days.

Ongoing Dossier reviewed every six months; a new purpose added in October 2026 triggers
an update.
Cost (typical ranges) Assessment, dossier and agreements: USD 8,000 to 20,000.

Had the subsidiary operated a consumer app with 150,000 users in Vietnam, it would have held important
data, and as a domestic online service provider would have had to keep prescribed user data in Vietnam.

Had the group transferred without filing, with about 9,200 data subjects affected the case would have
fallen below the revenue-based bands of Decree No. 330/2026/ND-CP, which start at 10,000 data
subjects, but fixed fines for dossier failures and an order suspending the transfers would still have been
possible.

Questions investors ask about localisation and data transfers

Must my company store its data in Vietham?

Not generally. Under Decree No. 333/2026/ND-CP, domestic providers of online,
telecommunications and internet services must store prescribed user data in Vietnam, and foreign
providers of listed services only after a Ministry of Public Security decision following an
unremedied violation. Most manufacturers and traders have no localisation duty, but sector rules
may apply.

Can we use an offshore cloud for our Vietnamese company's data?

Yes, in most cases, provided the transfer of any personal data is covered by a transfer impact
assessment filed with AO5 within 60 days under Decree No. 356/2025/ND-CP, and the Data Law
controls on core and important data and any sector rules are respected. Put processing
agreements in place with the provider and group companies.
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When does a foreign online service have to open an office in Vietnam?

Under Decree No. 333/2026/ND-CP, only if it provides a listed service, its service was used for a
cybersecurity violation, it failed to remedy the violation after notice and up to three requests over
up to six months, and the Ministry of Public Security then decides. It has 12 months from the
decision to comply.

What are core and important data?

Categories under Law No. 60/2024/QH15 on Data listed in Decision No. 20/2025/QD-TTg. For
private organisations, important data includes basic personal data of 100,000 or more people or
sensitive data of 10,000 or more; core data starts at one million and 100,000 respectively. Core
data needs prior approval before transfer abroad.

What changed with the 2025 Cybersecurity Law?

Law No. 116/2025/QH15, in force from 1 July 2026, merged the 2018 Cybersecurity Law and the
2015 Law on Network Information Security. Seven decrees issued on 19 August 2026 implement
it, including Decree No. 333/2026/ND-CP on localisation, Decree No. 331/2026/ND-CP on
information system protection and Decree No. 330/2026/ND-CP on penalties.

THE 2027 HORIZON

+ A draft Law on Data Security, reported as targeted for the National Assembly's October 2026 session,
would prohibit the transfer abroad of core data entirely and require prior Ministry of Public Security
approval for important data and large volumes of personal data; how it would interact with the Data
Law and the PDPL is not yet settled.

« Practice under Decree No. 333/2026/ND-CP, including the first localisation decisions against foreign
service providers and the information system classifications under Decree No. 331/2026/ND-CP, will
develop during 2027.

- Implementing rules under Law No. 20/2026/QH16, which amends the telecommunications and
electronic transactions laws mainly from 1 March 2027, may affect data centre and cloud licensing;
check them before a 2027 migration.

Terms you will meet in the documents

m

Cybersecurity An ninh mang Protection of activities in cyberspace from harm to
national security and public order.

Data localisation Luu trir dir liéu tai Viét Nam The duty to store prescribed data on servers in Vietnam.

Core data Dir ligu cot 16 Data whose misuse directly threatens national interests;
transfer needs prior approval.
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Important data

Cross-border data
transfer

Information system
classification

Specialised cybersecurity
force

Data intermediary service

more often.

WATCH OUT FOR

is domestic.

health.

Dir liéu quan trong
Chuyén dir liéu xuyén bién gidi
Phan loai cap do hé thong théng

tin

Luc luong chuyén tréch bao vé
an ninh mang

Dich vu trung gian dir liéu

FOREIGN V VIETNAMESE INVESTOR

data) without noticing.

office decisions against foreign providers.

Data that may affect national interests; transfer needs a
risk assessment.

Sending, storing or processing data outside Vietnam.

Five-level grading of systems by the harm a breach

would cause.

The Ministry of Public Security units enforcing the
Cybersecurity Law.

A regulated service connecting data providers and
users, with local infrastructure required.

A Vietnamese company owned by foreign investors is a domestic enterprise for the Cybersecurity Law,
so if it provides online or telecommunications services to users in Vietnam it must localise the prescribed
data exactly as a Viethamese-owned provider must. The separate, trigger-based rule applies only to
foreign enterprises serving Vietnam from abroad. The Data Law and PDPL transfer controls apply
equally, but foreign-invested companies use offshore group systems far more often and so meet them

- Assuming a foreign-owned Vietnamese subsidiary is a foreign enterprise for localisation purposes; it

+ Migrations to offshore group systems without the PDPL transfer impact assessment.

- Consumer businesses crossing the important data thresholds (100,000 people, or 10,000 for sensitive

+ Relying on the HR exemption for global platforms used for analytics or other wider purposes.

- Ignoring sector rules on data centres and outsourcing in banking, payments, securities, insurance and

+ Failing to respond to Ministry of Public Security requests, which is the trigger for localisation and
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OFFICIAL SOURCES

- National Legal Database (vbpl.vn): Law No. 116/2025/QH15 on Cybersecurity; Law No. 60/2024/QH15 on Data — https://
vbpl.vn

- Government portal: Decrees No. 327/2026/ND-CP to No. 333/2026/ND-CP; Decree No. 165/2025/ND-CP; Decision No.
20/2025/QD-TTg — https://chinhphu.vn

» Ministry of Public Security —https://bocongan.gov.vn

- National personal data protection portal (AO5) — https://baovedlcn.gov.vn
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CHAPTER 7 - SECTION 7.8 OF 8

E-commerce, digital platforms and
consumer protection: the E-commerce
Law 2025 and Decree No. 248/2026/
ND-CP, platform types, registration with
the Ministry of Industry and Trade,
foreign platforms and the 100,000-
transaction threshold, livestreaming and
affiliate marketing, seller identification,
consumer rights in remote sales, large
digital platforms, online advertising,
electronic contracts and tax

Reviewed 10 October 2026 - Prepared by a foreign investment lawyer (now retired) with 20 years' experience

advising on Viethnamese investment law - Legal and tax information, not legal advice - How we check - Open in the

app

WHAT YOU NEED TO KNOW

« Law No. 122/2025/QH15 on E-commerce, passed on 10 December 2025, and Decree No. 248/2026/
ND-CP took effect on 1 July 2026; websites and apps notified or registered before that date may

operate on their existing approvals until 30 June 2027 (Article 41).

* The law classifies platforms as direct business, intermediary, social networks engaged in e-

commerce, and integrated platforms (Article 4), and sets transparency, ordering, livestreaming and

affiliate marketing duties (Articles 11 to 13 and 22 to 26).

- A foreign platform must register with the Ministry of Industry and Trade once it offers a Vietnamese-

language option, uses a .vnh domain or reaches 100,000 transactions a year with buyers in Vietnam,
within 60 days of reaching the threshold, and must establish a legal entity, appoint an authorised
representative or, where it has no entity and offers ordering, keep a deposit of at least VND 20 billion

(Articles 27 to 31; Decree No. 248/2026/ND-CP).

« Law No. 19/2023/QH15 on Protection of Consumer Rights and Decree No. 55/2024/ND-CP require

disclosures in remote transactions, registration of standard-form contracts for listed goods and

services, and additional duties for large digital platforms.

- Law No. 75/2025/QH15 amending the Advertising Law, in force from 1 January 2026, regulates

influencers and online advertising, requires violating advertisements to be removed within 24 hours of

a request, and requires offshore advertisers to work through a Vietnamese advertising service
provider.
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From decrees to a law

For more than a decade, e-commerce in Vietnam was regulated by decree: Decree No. 52/2013/ND-CP,
substantially amended by Decree No. 85/2021/ND-CP, which required sales websites to notify, and e-
commerce service platforms to register with, the Ministry of Industry and Trade (MOIT) through its
online portal. Law No. 122/2025/QH15 on E-commerce, passed by the National Assembly on 10
December 2025, took effect on 1 July 2026 and puts the regime on a statutory footing. It is implemented
by Decree No. 248/2026/ND-CP, issued on 30 June 2026 and effective the next day, except for the
electronic identification of sellers and livestreamers, which applies from 1 January 2027. Under the
transitional provision in Article 41, websites, apps and e-contract authentication providers that were
notified or registered before 1 July 2026 may continue on their approved contents until 30 June 2027, by
which time they must complete the new procedures.

The law sits alongside the Law on Protection of Consumer Rights, the Law on Electronic Transactions,
the Advertising Law, the Personal Data Protection Law and the tax laws, each of which applies to online
business. Foreign investment in e-commerce is also subject to the market access rules for distribution
and retail and the business licence regime for foreign-invested traders (Market access for foreign
investors).

Platform types and core duties

Article 4 classifies platforms by the nature of their operations and their involvement in transactions:
direct business platforms, on which the operator sells its own goods or services; intermediary
platforms, on which third-party sellers trade; social networks engaged in e-commerce; and integrated
platforms combining several functions. Every platform must disclose in Viethamese the identity of its
operator, its privacy policy, the parties' rights and obligations and its complaint mechanism, and, where
it has an ordering function, the prices, payment, delivery, return and refund terms, the criteria for
prioritising the display of products and its livestreaming rules (Article 11). Buyers must be able to review
and confirm an order before it is placed, and records must remain accessible afterwards (Articles 12 and
13). Transaction data must be kept for at least three years, even after a seller's store closes.

Intermediary platforms carry the heaviest duties: verifying sellers and separating business from
personal accounts, connecting seller information with the national databases, removing infringing and
unlawful listings, cooperating with authorities, and handling disputes. From 1 January 2027 sellers must
complete electronic identification: individuals by name, date of birth and personal identification number;
organisations by name, head office, identification number and the legal representative's identity; foreign
individuals by passport valid for at least six months; and foreign organisations by their registration
details and the legal representative's identity. MOIT operates an E-commerce Activity Management
System linked to the National Public Service Portal for registrations, complaints and risk monitoring,
and publishes lists of compliant and non-compliant entities (Article 37).

Livestreaming and affiliate marketing

The law regulates livestream selling and affiliate marketing for the first time. A platform that allows
livestreaming must publish livestreaming rules, verify hosts' identities, monitor content and advertising,
handle viewers' complaints, stop livestreams and remove content that breaches the law or that a
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competent authority identifies, warn of unsafe goods and keep livestream data for at least one year
(Article 22). A seller must provide the host with documents on its business eligibility, the quality of the
product and, where advertising content must be verified, the approved content before the livestream
(Article 23). A host must verify its identity, follow the platform's rules, refuse to promote where the
seller's documents are insufficient, and not give misleading information (Article 24). Affiliate marketing
providers must verify marketers' identities before links are created and remove links to unlawful goods;
marketers must provide identity information and remove infringing links on request (Articles 25 and 26).
A foreign brand that uses Vietnamese influencers to sell through livestreams is therefore responsible
for giving them accurate product and advertising documents.

Foreign platforms

Article 27 requires every foreign platform operating in Vietnam to register with the competent authority.
Under Decree No. 248/2026/ND-CP the obligation is triggered by any of three facts: the platform offers
a Vietnamese-language option; it uses a .vn domain name; or it reaches 100,000 or more transactions
with buyers in Vietnam in a calendar year, in which case it must register within 60 days of reaching the
threshold. A foreign direct business or intermediary platform with an ordering function must establish a
legal entity in Vietham or appoint an authorised representative; an intermediary platform or social
network without ordering must appoint an authorised representative. Where a platform with ordering
has not established a legal entity, it must keep a deposit of at least VND 20 billion at a commercial
bank or foreign bank branch in Vietnam for as long as it operates, topped up within 30 days if
deductions reduce it, failing which MOIT terminates the registration. Material changes, such as the
platform name, legal representative or transaction conditions, must be notified within 20 working days.

The local entity or representative is responsible for legal procedures, violations, complaints and
consumer protection, and for compliance with the data protection, cybersecurity and advertising laws
(Articles 29 to 31). Payment, logistics, infrastructure and e-contract authentication providers must
refuse or suspend services to platforms that fail to comply (Articles 33 to 36). For foreign providers of
online services, the trigger-based data localisation and local office rules under the Cybersecurity Law
apply in addition (Cybersecurity, data localisation and cross-border transfers).

Consumer protection online

Law No. 19/2023/QH15 on Protection of Consumer Rights, in force since 1 July 2024, and Decree No.
55/2024/ND-CP apply to all sales to consumers and contain specific rules for remote transactions,
including online sales. The trader must give clear information on itself, the goods, the price including
taxes and fees, delivery, payment and the terms of exchange and return, including time limits,
procedures and a contact point, and must publish its complaint procedure (FAQ 87). Model contracts
and general trading conditions for goods and services on the Prime Minister's list, such as electricity,
water, telecommunications and passenger air transport, must be registered with the consumer
protection authority before use and displayed publicly. Defective products must be withdrawn from sale
within 24 hours of discovery or a State request, and recalls announced within three working days for
products risking life or health.
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A large digital platform, defined by Decree No. 55/2024/ND-CP by reference to its number of users in
Vietnam or its status as a large intermediary platform, must publish its search ranking criteria, label
paid and sponsored results, maintain an online reporting account and provide requested data to the
authority within five working days. The National Competition Commission under MOIT is the central
consumer protection authority, with provincial Departments of Industry and Trade enforcing locally;
consumers, and social organisations acting on their behalf, may also bring claims. Unfair terms in
standard-form contracts, such as clauses excluding the trader's liability or allowing unilateral changes,
are void.

Online advertising and influencers

Law No. 75/2025/QH15 amending the Advertising Law, passed on 16 June 2025 and in force from 1
January 2026, brings social networks, online applications and internet-connected digital platforms
expressly within the advertising rules. Advertising content must be clearly identified as such.
Advertising conveyors, the individuals who promote, endorse or verify products online, must check the
advertiser's credentials and the accuracy of the product information, disclose that they are advertising
before and during the promotion, comply with consumer protection law, pay tax on their advertising
income and provide documents to the authorities on request. Platforms must give users tools to disable
and report inappropriate advertising, and violating advertisements must be removed or blocked within
24 hours of a request from a competent authority. Offshore advertisers promoting to users in Vietham
must work through a Viethamese advertising service provider. Advertising for regulated products, such
as pharmaceuticals, cosmetics, food supplements and medical devices, still requires content to be
confirmed or notified before publication under the sector rules.

Electronic contracts, payments, data and tax

Online orders form contracts by electronic means. Law No. 20/2023/QH15 on Electronic Transactions, in
force since 1 July 2024, gives electronic contracts and data messages legal effect, and Decree No.
23/2025/ND-CP governs digital signatures and trust services (FAQ 90); the rules, and the documents
that still need notarisation, are in Commercial contracts in Vietnam. Payments to consumers' accounts
and e-wallets are regulated by the State Bank and are not covered here. Customer data collected online
is personal data: marketing consents, tracking technologies and transfers to offshore systems must
comply with the Personal Data Protection Law (Personal data protection).

Vietnam has no separate digital services tax. Foreign suppliers of digital services and goods sold
through platforms to customers in Vietnam bear VAT and corporate income tax on a deemed basis,
collected by withholding by Vietnamese business buyers, by deduction by platform operators, or by
direct registration through the tax authority's portal for foreign suppliers (VAT and e-invoicing; Foreign
contractor tax and tax treaties). Platforms also deduct and pay tax on behalf of household and
individual sellers under the tax administration rules, and must provide seller and transaction data to the
tax authority.
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Launching an online sales channel in Vietnam

The items a foreign brand or platform should settle before going live, whether selling through its
own website, marketplaces or livestreams. Sector licences for regulated goods are additional.

D Structure and market access
Selling entity (Vietnamese subsidiary with the right business lines and any business licence, or a
foreign platform), checked against the market access rules.

D MOIT procedures
Notification of a sales website or app, or registration of a platform, through the E-commerce Activity
Management System; existing approvals renewed by 30 June 2027.

D Foreign platform test
Vietnamese language, .vnh domain or 100,000 transactions a year: register within 60 days, and
establish an entity, appoint a representative or post the VND 20 billion deposit.

D Trademarks and domains
Brand registered with IP Viet Nam and the .vn domain secured before launch, so that takedowns
against copycats are possible.

D Terms and disclosures
Vietnamese-language terms, privacy policy, price, delivery, return and complaint information;
registered model contracts if the goods or services are on the list.

D Livestream and affiliate programme
Product and advertising documents for hosts; identity verification of hosts and affiliates; rules for
removal of content.

D Advertising
Ads labelled; influencer contracts requiring disclosure and accuracy; pre-clearance for regulated
products; process to remove within 24 hours.

D Data protection
Separate consents for marketing and tracking; transfer impact assessment for offshore hosting;
data subject request handling.

D Tax

VAT and CIT position of the seller or foreign supplier; platform deductions; e-invoices for sales by
the Vietnamese entity.

D Record keeping
Transaction data for at least three years; livestream data for at least one year.
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Online business rules at a glance (October 2026)

_

Framework

Transition

Platform types

Seller electronic
identification

Foreign platform triggers

Foreign platform presence

Livestream data retention

Transaction data retention

Consumer standard-form
contracts

Removal of violating
advertisements

Electronic contracts

E-commerce Law and implementing decree in force
from 1 July 2026

Existing notifications and registrations valid until 30
June 2027

Direct business, intermediary, social network engaged
in e-commerce, integrated

From 1 January 2027

Vietnamese language, .vnh domain, or 100,000
transactions a year (register within 60 days)

Legal entity or authorised representative; VND 20
billion deposit if no entity and ordering function

At least one year

At least three years

Registration before use for listed goods and services

Within 24 hours of an authority's request

Legally effective; digital signatures under Decree No.
23/2025/ND-CP

Law No. 122/2025/QH15;
Decree No. 248/2026/ND-CP

Law No. 122/2025/QH15,
Article 41

Article 4

Decree No. 248/2026/ND-CP

Article 27; Decree No.
248/2026/ND-CP

Articles 27 to 31; Decree No.
248/2026/ND-CP

Article 22

Law No. 122/2025/QH15

Law No. 19/2023/QH15; Decree
No. 55/2024/ND-CP

Law No. 75/2025/QH15

Law No. 20/2023/QH15

WORKED EXAMPLE

A Korean cosmetics brand sells online in Vietnam

A Korean cosmetics company sells in Vietnam through three channels from 2026: a Vietnamese-

language direct-to-consumer website operated from Korea, flagship stores on two Vietnamese
marketplaces run by its Vietnamese distributor, and livestreams with local influencers. In 2027 it plans its

own Vietnamese subsidiary. The example is illustrative; professional-fee ranges are typical market

ranges in October 2026, not quotations.

Direct website from Korea

Because it offers a Vietnamese-language option, the website is a foreign direct
business platform with an ordering function. The company registers with MOIT and,
having no Vietnamese entity yet, appoints an authorised representative and places a

VND 20 billion deposit with a bank in Ho Chi Minh City.
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Alternative considered Closing the Viethamese-language option and selling only through marketplaces
would have avoided registration until 100,000 transactions a year, but would have
lost direct customer relationships.

Marketplace stores The distributor is the seller; the marketplaces verify its identity and, from 1 January
2027, its electronic identification. The brand's trademark registration lets it file
takedowns against parallel sellers of counterfeits.

Livestreams The brand supplies hosts with the cosmetic product notification documents and
approved claims; hosts disclose that they are advertising; the platforms keep
livestream data for one year.

Advertising Influencer contracts require disclosure, accuracy and removal of content within 24
hours of an authority's request, consistent with Law No. 75/2025/QH15.

Data Customer data from the website is stored in Korea: the company files a transfer
impact assessment with AO5 within 60 days of launch and obtains separate
consents for marketing.

Tax The Korean company registers through the tax authority's portal for foreign
suppliers for sales to consumers; the distributor invoices marketplace sales with
Vietnamese e-invoices.

2027 subsidiary Once the subsidiary is licensed, it takes over the website as a domestic seller,
notifies the website to MOIT, and the deposit can be released with MOIT's
confirmation once the foreign registration is terminated and obligations are settled.

Cost (typical ranges) MOIT registration and representative arrangements: USD 5,000 to 15,000; terms,
privacy and influencer templates: USD 4,000 to 10,000; the deposit is the main cash
cost.

Had the company sold only through the distributor's marketplace stores, with no Vietnamese-language
website of its own, the foreign platform rules would not have applied to it.

Had the website been in English only and below 100,000 transactions a year, registration would not yet
have been required, although consumer, data protection and tax rules would still have applied.

Questions investors ask about e-commerce and digital platforms

When must a foreign e-commerce platform register in Vietham?

Under Law No. 122/2025/QH15 and Decree No. 248/2026/ND-CP, when it offers a Vietnamese-
language option, uses a .vn domain, or reaches 100,000 transactions a year with buyers in
Vietnam, in which case it registers within 60 days of reaching the threshold. Platforms with
ordering need a local entity, an authorised representative or a VND 20 billion deposit.

Be Viethnam Wise - Doing Business in Vietnam - Chapter 7: Intellectual Property, Data & Technology Page 79 of 82



What does the E-commerce Law require for livestream selling?

Platforms must publish livestream rules, verify hosts, monitor content, stop unlawful livestreams
and keep data for at least one year. Sellers must give hosts documents on business eligibility,
product quality and approved advertising content, and hosts must verify their identity and refuse
to promote without adequate documents (Articles 22 to 24).

Do existing e-commerce registrations remain valid after 1 July 20267?

Yes, for a transitional period. Under Article 41 of Law No. 122/2025/QH15, websites, apps and e-
contract authentication providers notified or registered before 1 July 2026 may operate on their
approved contents until 30 June 2027, by which time they must complete the procedures under
the new law and Decree No. 248/2026/ND-CP.

What consumer protection rules apply to online sales?

Law No. 19/2023/QH15 and Decree No. 55/2024/ND-CP require clear information on the trader,
goods, full price, delivery, payment, returns and complaints in remote transactions; registration of
model contracts for listed goods and services; prompt recalls of defective goods; and extra
transparency duties for large digital platforms.

Does Vietnam have a digital services tax?

No separate tax. Foreign suppliers of digital services and online sales to Vietnam bear VAT and
deemed corporate income tax, collected by withholding by business buyers, deduction by
platform operators, or direct registration through the tax authority's portal for foreign suppliers.
Platforms also deduct tax for household and individual sellers.

THE 2027 HORIZON

+ Electronic identification of sellers and livestreamers under Decree No. 248/2026/ND-CP applies from
1 January 2027; platforms and sellers should prepare their verification processes during the second
half of 2026.

- The transitional period for websites and platforms approved under Decree No. 52/2013/ND-CP as
amended ends on 30 June 2027, after which all must operate under the new registration and
notification procedures.

+ Law No. 20/2026/QH16 amends the Law on Electronic Transactions, with most provisions in force
from 1 March 2027; online businesses should check its effect on electronic contracts and trust
services before then.

Terms you will meet in the documents

m

E-commerce Thuong mai dién tu Commercial activity conducted wholly or partly by
electronic means over the internet.
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m

Intermediary platform

Foreign e-commerce

platform

Livestream selling

Affiliate marketing

Remote transaction

Model contract

Advertising conveyor

Security deposit

Nén tang thuong mai dién tu
trung gian

Nén tang thuong mai dién tu
nudc ngoai

Ban hang qua livestream (phat
truc tiép)

Tiép thj lién két

Giao dich tir xa

Hop déng theo mau

Ngudi chuyén tai sén phdm

quang cao

Ky quy

FOREIGN V VIETNAMESE INVESTOR

through ordinary returns.

A platform on which third-party sellers trade with
buyers.

A platform operated from abroad that serves buyers in
Vietnam.

Sales promoted through live video, regulated by Articles
22 to 24.

Promotion through tracked links for commission,
regulated by Articles 25 and 26.

A consumer transaction concluded without both parties
being present, such as an online sale.

A standard-form consumer contract, registrable for
listed goods and services.

An individual, such as an influencer, who promotes
products online.

The minimum VND 20 billion deposit required of some
foreign platforms without a Viethamese entity.

A Vietnamese company, including one owned by foreign investors, notifies its website or registers its
platform with MOIT as a domestic operator. A foreign platform serving Vietnam from abroad faces the
additional registration triggers, the requirement for a legal entity or authorised representative, and the
VND 20 billion deposit where it has no entity, as well as the trigger-based localisation rules of the
Cybersecurity Law. Consumer, advertising, data protection and tax rules apply to both, although a
foreign supplier pays VAT and CIT through the foreign supplier portal or by withholding rather than
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WATCH OUT FOR

- Adding a Vietnamese-language option or a.vn domain to a foreign website without registering with
MOIT.

- Counting transactions too late; registration is due within 60 days of reaching 100,000 in a calendar
year.

« Livestream hosts promoting cosmetics, supplements or other regulated products without the
approved documents.

« Influencer posts that do not disclose that they are advertising.

« Letting a pre-July 2026 MOIT approval lapse after 30 June 2027 without completing the new
procedures.

« Collecting customer data on a foreign-hosted site without consents and a transfer impact
assessment.

OFFICIAL SOURCES

- National Legal Database (vbpl.vn): Law No. 122/2025/QH15 on E-commerce; Law No. 19/2023/QH15 on Protection of
Consumer Rights; Law No. 75/2025/QH15 amending the Advertising Law — https://vbpl.vn

« Government portal: Decree No. 248/2026/ND-CP; Decree No. 55/2024/ND-CP — https://chinhphu.vn
» Ministry of Industry and Trade: e-commerce registration and notification — https://moit.gov.vn

« E-commerce management portal (online.gov.vn) —https://online.gov.vn
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